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The European Leadership Network (ELN) is an independent,  
non-partisan, pan-European network of over 450 past, present  
and future European leaders working to provide practical real- 
world solutions to political and security challenges. 

About the ‘Simulating Technological Complexity & Advancing Risk  
Reduction’ project

This project focuses on a fast-changing, yet neglected, area of nuclear risk:  
mitigating the impacts of emerging and disruptive technologies (EDTs) on  
nuclear weapons decision-making and nuclear command, control, and 
communications (NC3).

The fundamental aim of this project is risk reduction. We aim to do this  
by assisting states in identifying and mitigating nuclear-use pathways and  
potential mistakes / miscalculations generated by the aggregate effects of  
EDTs on nuclear weapons decision-making processes and NC3 systems. 

The ‘Simulating Technological Complexity & Advancing Risk Reduction’ project 
consists of three strands of work that seek to better understand EDTs and 
technological complexity, to produce detailed recommendations to mitigate  
nuclear risks: 

1.	� Strand 1 centres on developing a Guardrails and Self-Assessment (GSA) 
Framework to address anticipated challenges that EDTs pose to NC3 systems  
and nuclear decision-making.1 Focusing on technologies likely to mature over 
the next five to ten years, the framework offers a predictive snapshot grounded 
in informed assumptions about how these systems may interact and collectively 
shape the nuclear landscape. 

	� The GSA Framework examines the combined impact of six key EDTs — artificial 
intelligence, autonomous systems and drones, counter-space capabilities, 
deepfakes, cyber operations, and quantum technologies — assessing their 
cumulative effects and the added complexity they bring to nuclear decision-
making processes.

2.	�Through Strand 2, the ELN seeks to create a prototype digital tool that will  
simulate the highest-level nuclear weapons decision-making instances, the 
aggregate impact of EDTs in these processes, and the way the framework 
developed in Strand 1 can mitigate the risks generated by the aggregate  
effects of EDTs. This workshop report is part of Strand 2.

3.	�Strand 3 will develop a sustained campaign to implement the recommendations  
on EDTs and technological complexity risk reduction among nuclear-weapon  
and non-nuclear-weapon states and throughout multilateral and supra-national 
groups, such as the Nuclear Non-Proliferation Treaty review cycle, the Creating  
the Environment for Nuclear Disarmament initiative, the Stockholm Initiative,  
and NATO, among others. 

This work was performed with the generous support of the German Federal Foreign 
Office. The views and opinions of authors expressed herein do not necessarily state 
or reflect those of the German Federal Government.
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Executive 
summary

Bias is a critical yet under-addressed factor in nuclear decision-
making. Cognitive shortcuts become particularly problematic in 
crises, where uncertainty, incomplete information, and the gravity 
of potential consequences can distort judgment. Historical cases 
such as the Cuban Missile Crisis illustrate how misperception and 
rigid assumptions have brought nuclear-armed states close to 
catastrophe. Today, the challenge is compounded by the growing 
role of AI and automated decision-support systems, which promise 
speed and precision but also introduce new forms of bias that can 
influence human reasoning and strategic choices.

This report presents findings from an ELN workshop that examined 
the ‘human’ and ‘machine’ components of bias and their points 
of interaction. Through structured discussions and a prototype 
digital twin simulation, designed to replicate key features of nuclear 
crisis decision-making, including uncertain information flows 
and AI-assisted inputs, participants drawn from the ELN Young 
Generation Leadership Network (YGLN), including military advisors, 
behavioural scientists, and technology developers, reflected on how 
group dynamics, ambiguity, and machine-generated outputs shape 
judgment under pressure.

The workshop did not present AI or automated decision-support 
systems as passive or neutral inputs to crisis decision-making. 
Instead, these tools were deliberately embedded in the simulation 
environment as active elements designed to provoke reflection  
on how machine-generated outputs might shape human judgment 
under stress. The goal was not to evaluate the technical accuracy 
of a particular model, but to explore how the presence of an 
ostensibly intelligent system could influence group dynamics, 
the perceived credibility of information, and the confidence 
underpinning high-stakes decisions.

While not prescriptive, the report highlights how human judgment 
and AI systems can interact in ways that reinforce, rather than 
reduce, risk. It is intended to inform policymakers and stakeholders 
by surfacing these dynamics at the intersection of nuclear weapons 
and emerging disruptive technologies, with the goal of deepening 
understanding and supporting more informed debate.

“This report  
highlights how  
human judgment  
and AI systems  
can interact in ways 
that reinforce, rather 
than reduce, risk.”
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Trust in AI was shown 
to be highly selective, 
embraced when 
reinforcing existing 
views, dismissed when 
it contradicted them.

Key workshop insights included:

Human biases: Seven recurrent biases were identified as particularly 
relevant to nuclear crises: illusion of control, inherent bad faith, 
peaceful defensive images, perceptual bias, interpersonal bias, 
overconfidence, and worst-case thinking. Each was shown to distort 
strategic reasoning and escalation choices in distinctive ways.

Technology as a bias modulator: AI was neither purely corrective 
nor purely distorting. Instead, it functioned as a ‘bias modulator’, 
sometimes reinforcing overconfidence and premature certainty, 
while at other times exposing hidden assumptions or broadening 
consideration of alternatives. Trust in AI was shown to be highly 
selective, embraced when reinforcing existing views, dismissed 
when it contradicted them.

Group dynamics: Authority bias, groupthink, and sycophancy were 
recognised as pervasive, with participants noting how hierarchical 
cultures can silence dissent. Decision outcomes were often  
shaped more by those who spoke with confidence than by data.

Design principles for bias mitigation: The workshop highlighted  
that effective nuclear-related decision environments must be 
designed to expose bias rather than conceal it.

Towards a better understanding of human bias in nuclear decision-making Towards a better understanding of human bias in nuclear decision-making 5



Nuclear decision-making lies at the intersection of political 
authority, military capability, intelligence interpretation,  
and now increasingly, algorithmic mediation.2

Across all these domains, one enduring and under-addressed issue 
persists: the systematic distortions of judgment caused  
by cognitive and structural biases.3 As behavioural science 
has shown, biases are not merely random mistakes; they are 
predictable, systematic tendencies in human reasoning that  
can significantly affect outcomes, particularly under pressure.4

In high-stakes, ambiguous environments like nuclear crises,  
biases are amplified rather than diminished. Cognitive overload, 
time pressure, fear, and asymmetric information all create the 
conditions under which heuristics – mental shortcuts developed for 
survival – override deliberative thinking.5 This phenomenon is not 
new. Cold War crises, including the Cuban Missile Crisis and Able 
Archer ’83, reveal how close nuclear weapon states have  
come to catastrophe due to faulty interpretation, misperception,  
or rigid strategic assumptions. What has changed, however,  
is the technological environment. 

AI-based early warning systems, predictive analytics, and 
autonomous military platforms all introduce new variables into  
the already volatile mix. While these systems promise speed  
and precision, they also bring with them their own embedded 
biases, arising from training data, model architecture, optimisation 
criteria, and human-machine interaction patterns. In this context: 
“no model fully captures reality – even the most advanced AI 
remains an approximation, with its utility dependent on practical 
application.”6 As AI tools move from advisory to operational roles  
in national security infrastructure, the interface between human 
bias and technological artefact must become a central concern.7 

The workshop examined the ‘human’ and ‘machine’ components 
of bias, focusing on their distinct characteristics and points of 
interaction. Participants were invited to consider how group 
dynamics, interface design, strategic framing, and the outputs of 
AI and other emerging technologies can reinforce one another to 
produce compounding error. This discussion laid the groundwork 
for a structured exploration of behavioural and algorithmic failure 
modes in nuclear crisis management.

Introduction: 
Why bias 
matters 
in nuclear 
decision-
making

As AI tools move  
from advisory to 
operational roles 
in national security 
infrastructure, the 
interface between 
human bias and 
technological artefact 
must become a  
central concern
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In the context of nuclear deterrence and escalation, decision-
making is shaped by uncertainty, time pressure, adversarial 
framing, and increasingly, by digital tools that influence how  
data is filtered, framed, and presented.8

Against this backdrop, human bias operates not as a bug in the 
system but as an evolutionary feature: a set of cognitive shortcuts 
developed to cope with complexity, which become maladaptive in 
extreme, high-consequence environments. A key distinction made 
throughout the workshop by the expert participants was between 
three broad types of bias:

•	 Cognitive biases referring to the systematic patterns of deviation 
from normatively rational judgment, including confirmation bias, 
availability heuristic, and the illusion of control.

•	 Organisational and interpersonal biases arising from social 
dynamics within decision-making bodies, such as authority bias, 
groupthink, or sycophantic conformity.

•	 Technologically mediated biases emerging from the design, 
output, or embedded assumptions within automated tools 
and AI-driven systems, such as automation bias or algorithm 
aversion.

Why nuclear decision-making is especially  
vulnerable to bias

The nuclear domain exhibits a perfect storm of bias triggers9:

•	 Existential stakes: Decisions may determine the survival  
of populations or states.

•	 Time pressure: Choices may need to be made within minutes  
of an alert.

•	 Ambiguity and limited verification: Partial or contested  
data often drive early escalation.

•	 Hierarchical structures: Centralised command chains can  
stifle dissent.

•	 Technological dependence: Increasing reliance on  
automated detection, early-warning systems, and AI-assisted 
scenario analysis.

In such conditions, even normally adaptive heuristics become 
problematic because the tendency to assume the worst when  
faced with incomplete signals, known as worst-case thinking,  
may be justified in conventional risk management, but in a  
nuclear scenario, it can precipitate irreversible actions based  
on perceived, not actual, threats.

A typology of core biases
Below is a synthesis of the 7 core biases identified by  
expert participants during the workshop, which are linked  
to nuclear decision-making phases (see Figure 1) . 

Participant-identified biases align closely with established 
findings in behavioural and strategic studies, providing empirical 
reinforcement rather than a departure from existing theory  
(see Table 1).10 

Understanding 
the nature of 
human bias 
in nuclear 
decision-
making
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Bias Description Relevance in nuclear context

Illusion of control Overestimating one’s ability to manage 
complex systems or outcomes

May lead to escalation under the belief that 
actions can be finely calibrated or reversed

Inherent bad faith Default assumption that adversaries  
are deceptive and hostile

May prevent constructive interpretation  
of peace signals or diplomatic openings

Peaceful defensive 
images

Belief that one’s own posture is defensive 
while similar enemy actions are aggressive

Tends to reinforce adversarial framing; 
enables rationalisation of pre-emptive moves

Perceptual biases Misjudgement driven by ambiguity, 
misinformation, or selective attention

May skew interpretation of strategic  
intent and technical signals (e.g. satellite 
imagery, intercepted comms)

Interpersonal biases Groupthink, authority bias, and deference  
to seniority

Tends to suppress dissent and reduces 
diversity of perspectives in decision forums

Overconfidence Excessive belief in the accuracy of one’s 
own judgment or the robustness of systems

May lead to underestimation of adversary 
capability or over-trust in automated tools

Worst-case thinking Prioritisation of highly improbable but 
catastrophic outcomes

Can prompt pre-emptive or disproportionate 
responses to ambiguous signals

Table 1 Seven core biases as identified by workshop participants

Over-confidence
”We know best”

05
Worst-case thinking 
“Everything will go wrong”

06

Inherent bad faith
“They deceive us”

01
Peaceful defensive  
images
“Ours is defensive”

02

Illusion of control 
“We control the situation”

07

Interpersonal bias
“People like us are right”

04

Perceptual biases
“Fill gaps with beliefs”

03

Fig 1. The seven core biases in nuclear decision-making

Nuclear  
decision-
making
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Workshop 
design and 
methodology

During the workshop, participants interacted with a low technology 
readiness digital twin simulation tool designed to mimic high-stake 
environments.11 Some expressed over-trust in the model’s predictions 
(“the AI gave us confidence”), while others questioned the lack of 
interpretability (“we didn’t know what it was optimising for”). These 
reflections highlight the need to treat AI not just as a source of  
insight but as an actor with its own decision-shaping influence.

The workshop was structured around the following core aims:

1.	To identify several key human biases (or their groups) which  
are particularly relevant for nuclear decision making.

2.	To explore potential methods for identifying and categorising 
bias in nuclear decision-making.

3.	To explore how human and AI-mediated biases interact during 
fast-moving crisis scenarios.

4.	To gather empirical observations from multi-disciplinary 
stakeholders using facilitated gameplay and scenario-based 
simulation using a Digital Twin tool.

Participants included strategic analysts, former military advisors, 
behavioural scientists, technology developers, and policy 
professionals from the UK, EU, North America, and Australia.  
To preserve openness in dialogue and encourage reflection,  
the workshop was conducted under Chatham House Rule. 

Participants were explicitly invited to reflect on how cognitive 
and interpersonal biases could enter decision-making at multiple 
points across the digital twin lifecycle, rather than treating bias as 
a single downstream effect. The exercise was therefore designed 
as a digital twin of a nuclear crisis decision environment, enabling 
participants to explore how aspects of high-level decisions, 
information conditions, and technological interventions dynamically 
interacted to shape risk trajectories over time (leading either to 
nuclear escalation or de-escalation). The digital twin instantiated 
a fixed crisis scenario and allowed participants to interact with 
it repeatedly under three sequential treatments, holding the 
underlying system structure constant while varying  
the informational and technological context. 

In the first round, participants engaged with the digital twin without 
the presence of disruptive technologies, allowing decisions to 
unfold based on conventional diplomatic options, intelligence 
updates, and group deliberation alone. This condition provided  
a baseline representation of decision-making under uncertainty  
and time pressure.

In the second round, the same digital twin was augmented with 
disruptive technologies, including AI-generated misinformation, 
deepfakes, and cyber-related disruptions. These elements altered 
the information environment within the twin, increasing ambiguity, 
cognitive load, and coordination challenges, and thereby amplifying 
conditions under which known cognitive and group-level biases are 
more likely to arise.

In the third round, disruptive technologies remained present, but 
the digital twin additionally incorporated AI-based bias guardrails 
and warnings derived from the previously developed ‘Guardrails and 
Self-Assessment Framework’.12 These interventions did not issue 

Participants were 
explicitly invited to 
reflect on how cognitive 
and interpersonal 
biases could enter 
decision-making at 
multiple points across 
the digital twin lifecycle, 
rather than treating  
bias as a single 
downstream effect. 
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recommendations or optimise decisions. Instead, they flagged 
points in the decision process where bias could plausibly enter, 
prior to group deliberation and choice. The aim was to examine 
whether structured bias awareness embedded within the digital 
twin altered how participants interpreted information, coordinated 
within groups, and assessed risk.

Each group completed all three rounds, enabling within-group 
comparison of decision pathways and outcomes across conditions. 
Following completion of the prototype digital twin exercise, 
participants evaluated and compared the outcomes produced 
under each round. Groups and individual participants were then 
invited to elaborate explicitly on where biases emerged, how they 
manifested across different stages of the digital twin, and whether 
the presence of bias guardrails influenced decision quality, group 
dynamics, or perceived risk.

Towards a better understanding of human bias in nuclear decision-making10



Bias narratives 
and thematic 
insights from 
the workshop

The illusion of control: Misplaced mastery in an 
unstable system

In the early group discussions, the illusion of control emerged 
almost immediately as participants reflected on the logic of 
deterrence and escalation management. Several participants 
remarked on the extensive procedural safeguards built into 
nuclear command and control systems and expressed confidence 
in institutional checks designed to prevent miscalculation. 
However, this confidence was not simply operational, it was also 
psychological. There was a shared belief that experienced leaders, 
supported by data and protocol, could always calibrate actions  
to avoid unintentional conflict. 

What began as recognition of structural rigour gradually revealed 
an underlying bias: the assumption that escalation pathways could 
be entered and exited with precision. The idea that “we’ve modelled 
this before” or “we know where the red lines are” surfaced as a 
comforting narrative, even before gameplay introduced uncertainty 
or ambiguity. The bias thus appeared not as overconfidence in 
individuals, but in systems, and in the belief that the complexity  
of nuclear dynamics is governable through institutional foresight.

One of the early themes to arise from participants’ reflections 
during the digital twin simulation also concerned the illusion of 
control in nuclear decision-making. As they navigated different 
phases of the scenario, participants discussed how decision-
makers under real-world crisis conditions might over-estimate 
their capacity to manage escalation dynamics, believing they 
can modulate tension by signalling, pulling back, or escalating 
incrementally without triggering unintended consequences. This 
perceived ability to finely calibrate responses, they suggested, may 
become particularly compelling when supported by AI-generated 
recommendations that appear precise, neutral, and data-driven. 

Several groups considered how artificial intelligence, presented as 
a dispassionate source of analysis, could reinforce a false sense of 
control by masking the complexity and unpredictability inherent in 
such scenarios. As one participant noted, the apparent confidence 
of AI predictions, such as low probabilities of conflict, could tempt 
decision-makers to adopt riskier strategies than they otherwise 
might. In such cases, AI may not correct cognitive bias but instead 
reinforce pre-existing preferences under the guise of neutrality.

In these discussions, the illusion of control was not framed as a 
behavioural flaw unique to individuals, but as a systemic feature of 
the decision-making environment, where the combined influence 
of protocol, modelling, and high-stakes urgency creates a narrative 
that decisions are reversible. Participants emphasised that, in 
reality, each choice commits actors more deeply to a trajectory  
that may become increasingly difficult to alter.

Inherent bad faith: Reading malice into ambiguity

Initial conversations around adversary intentions were revealing. 
When prompted to consider possible misinterpretations or 
cooperative gestures in crisis scenarios, participants were quick to 
raise the ‘maskirovka’ tradition in Russian doctrine (a longstanding 

Participants discussed 
how decision-makers 
under real-world crisis 
conditions might over-
estimate their capacity 
to manage escalation 
dynamics.
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concept of military deception involving camouflage, concealment, 
disinformation, and the deliberate manipulation of adversary 
perceptions)13 or historical examples of deception in Cold War 
settings. 

Even before entering the simulation, many assumed that 
any conciliatory signals would be disingenuous or tactically 
manipulative. This discussion framed adversaries as strategically 
duplicitous by default. Participants reflected on specific crises, 
such as Able Archer ’83 and the Kargil conflict, to support this view, 
arguing that actors tend to interpret cooperation as weakness or 
subterfuge. The tone of these discussions suggested that bad faith 
was seen not as a possibility but as a baseline assumption, one 
that had to be disproven, not merely questioned. This foundational 
mistrust shaped the lens through which any future AI outputs or 
adversary actions would be interpreted.

As participants engaged with the ambiguous signals embedded 
in the twin simulation, such as partial satellite data or intercepted 
messages lacking clear provenance, they reflected on how, in real-
world nuclear crises, decision-makers might default to adversarial 
interpretations. Particular attention was paid to how seemingly 
conciliatory actions—offers of dialogue or de-escalation—could be 
reinterpreted through a lens of strategic deception. Participants 
discussed how, historically and potentially today, such overtures 
might be dismissed not on their own terms, but as tactical 
manoeuvres to buy time or mask preparation for escalation. 

These reflections echoed the well-documented inherent ‘bad faith’ 
model from political psychology, where actors are presumed to act 
duplicitously regardless of incoming evidence to the contrary.

Several participants considered how this bias can persist even when 
no clear hostile intent is present, and how it might close off avenues 
for de-escalation or diplomatic compromise. The assumption of 
malevolent intent, they suggested, can harden policy responses and 
narrow the perceived legitimacy of peaceful engagement.

What made the discussion particularly insightful was the 
recognition that such bias often operates not at the individual 
level, but through collective memory and institutional narrative. 
Participants explored how historical experiences of betrayal or 
conflict might serve to reinforce suspicion in the present. In these 
scenarios, a single sceptical voice asking, ‘what if this gesture is 
genuine?’ might be overridden by shared recollections of earlier 
crises—suggesting that bad faith assumptions are sustained as 
much by narrative continuity as by current intelligence.

The defensive posture paradox: Peaceful in our  
eyes alone

Another recurring theme in participants’ reflections was the 
tendency of states to frame their own posture as inherently 
defensive, irrespective of how it might be perceived externally.14 
Participants frequently returned to the notion that their own state’s 
nuclear posture was defensive in nature. In early discussions, 
doctrines such as ‘minimum deterrence’ and ‘strategic stability’ 
were invoked as evidence of restraint. When asked how such 

Bias often operates 
not at the individual 
level, but through 
collective memory and 
institutional narrative
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postures might be perceived by adversaries, many acknowledged 
the theoretical possibility of misunderstanding, yet maintained 
a strong conviction that their own actions would ultimately be 
recognised as rational and defensive. The bias thus emerged 
through a moral narrative: that we act to prevent war, while they 
provoke it. Notably, this framing often remained unchallenged 
even when participants explicitly discussed symmetrical behaviour 
across opposing sides. The assumption of defensive purity, and the 
limited consideration of how identical actions might be interpreted 
differently by others, was already firmly in place before any 
simulation stimuli were introduced.

As the simulated crisis unfolded, participants explored how this 
initial framing translated into concrete interpretations of action 
and escalation. Decisions such as military mobilisation or the 
deployment of nuclear-capable systems were commonly justified 
as deterrent measures intended to preserve stability rather than 
provoke conflict. Even manoeuvres carrying high signalling weight 
were frequently interpreted by those implementing them as 
prudent, stabilising steps taken in the name of peace. Crucially, 
participants recognised that this internal logic generated a 
dangerous asymmetry of perception: actions viewed as restrained 
and responsible on one’s own side were often characterised as 
aggressive or escalatory when mirrored by an adversary. 

This pattern revealed what participants described as a reciprocal 
cognitive blind spot, in which each actor positions itself as the 
guardian of stability while attributing malign intent to the other.  
As one participant observed, “We always interpret our own caution 
as signalling discipline, but when the other side does it, we suspect 
it’s a provocation.”

This reflective discussion engaged directly with what has been 
termed the ‘peaceful defensive image’ bias, a systemic feature  
of deterrence logics. Participants emphasised that the bias is not 
the result of misinformation or deception, but rather a by-product 
of how strategic intent is internally framed and communicated. 
Without deliberate efforts to interrogate these narratives during  
a crisis, they warned, the bias can persist and intensify, leading  
both sides to misread the situation while believing they are  
acting responsibly.

Perception under pressure: Ambiguity, misleading 
certainty, and false clarity

Perception bias entered the discussion when participants 
considered how crisis signals are typically received and interpreted 
in real time. Groups reflected on the sheer volume of data that 
flows into early warning systems, from satellite imagery and 
cyber intelligence to social media and diplomatic cables. Several 
participants noted that, in practice, there is rarely enough time to 
cross-check all sources, meaning first impressions often frame the 
interpretation of unfolding events. This led naturally to a discussion 
of ambiguity: how much can be inferred from partial data, and what 
kinds of errors are most common when under pressure? Some 
participants discussed previous experiences with misinterpreted 
signals, including non-state actors or technical failures, and noted 
the role of perception filters shaped by prior crises. Even at this 

One participant 
observed, “We always 
interpret our own 
caution as signalling 
discipline, but when 
the other side does 
it, we suspect it’s a 
provocation.”
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early stage, there was an emerging recognition that perception 
is never neutral—it is always filtered through cognitive and 
institutional templates. Yet few had strategies ready for how  
to contest these filters in real time.

During the digital twin simulations, participants encountered 
multiple scenarios in which information was deliberately 
incomplete, inconsistent, or open to multiple interpretations. 
These conditions, such as partial satellite imagery, ambiguous 
intelligence summaries, and unclear adversary signalling, 
were embedded by design to simulate the ambiguity that often 
characterises real-world nuclear crises. Rather than attempting to 
resolve these uncertainties, participants used the scenarios as a 
prompt to reflect on how actual decision-makers might respond 
under similar conditions. In these reflections, participants noted 
that ambiguity often does not lead to restraint or further inquiry 
but instead encourages narrative completion. They discussed 
how, in practice, leaders and analysts may quickly fill informational 
gaps with assumptions that align with pre-existing expectations 
or strategic beliefs. Once a working interpretation is established, 
they suggested, alternative explanations are often dismissed—
not necessarily because they are implausible, but because they 
complicate the decisional momentum already underway.

Participants also discussed how AI-generated outputs, particularly 
those offering high-confidence judgments without transparent 
reasoning, might inadvertently reinforce this dynamic. There was 
concern that decision-makers might treat algorithmic ‘likelihood 
estimates’ as objective truth, especially when such outputs align 
with their own intuitions. In these cases, AI does not challenge  
the cognitive tendency to resolve ambiguity prematurely —  
it may entrench it.

What emerged from the discussion was a picture of how perceptual 
tunnel vision can form under uncertainty: early impressions 
guide the framing of ambiguous data, which is then validated, 
consciously or not, by technical systems trained on similarly biased 
priors. Participants emphasised that in high-stakes environments, 
the psychological need to impose clarity may override the  
strategic need to maintain flexibility, particularly when ambiguity  
is experienced not as a threat, but as a discomfort to be resolved.

Interpersonal dynamics: Groupthink and the  
deference dilemma

Before engaging in gameplay, participants were invited to reflect  
on how group structures and decision hierarchies influence nuclear 
judgment. This prompted immediate recognition of the risks of 
groupthink. Many drew on personal or institutional examples 
of meetings where consensus formed too quickly, dissent 
was silenced, or senior voices dominated. Interestingly, some 
participants framed these dynamics as unavoidable: “Doctrines 
are rarely challenged during crises especially when coming from 
figures of authority,” one participant said. Others noted how 
different cultural or national traditions manage authority, with 
some fostering open challenge, and others discouraging it. The 
issue of sycophancy emerged laterally, especially in discussion of 
military or intelligence chains, where staff may offer what they think 

There was concern 
that decision-makers 
might treat algorithmic 
‘likelihood estimates’ 
as objective truth, 
especially when such 
outputs align with  
their own intuitions. 
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leadership wants to hear. These reflections were not hypothetical; 
they drew on lived experiences of real-world bureaucratic 
dynamics. Participants acknowledged that these biases can 
feel safer than the alternative: sticking out, slowing down, or 
undermining unity during high-pressure moments.

Throughout the twin exercise, participants reflected on the 
importance of interpersonal biases in nuclear decision-making, 
particularly those that tend to manifest subtly yet persistently in 
high-pressure settings. One recurrent observation was the strong 
tendency for decision-making to default to internal hierarchies 
during crises, especially when time constraints demand rapid 
coordination. Even in the context of informal group exercises, 
participants noted how authority tended to concentrate around 
those who spoke with confidence or appeared to possess technical 
expertise. This dynamic, they suggested, mirrors real-world nuclear 
environments, where urgency often leads to privileging cohesion 
and decisiveness over inclusive deliberation. 

In discussing hypothetical scenarios, participants raised concerns 
about how flawed interpretations might take hold, not necessarily 
because they are the most plausible, but because they are 
articulated by a trusted or dominant voice. One group examined  
a case in which a questionable inference based on ambiguous  
data might be acted upon simply because it came from someone 
who projected confidence. The concern was not the competence  
of the speaker, but the reluctance of others to challenge a 
seemingly authoritative view under pressure.

While not all participants identified classic groupthink dynamics 
in their own discussions, and many groups featured active 
disagreement, there was widespread recognition that once  
a provisional consensus forms, it becomes difficult to reopen. 
Raising objections in such moments was seen as socially costly, 
especially when others were eager to proceed. Participants 
reflected on how, in institutional settings, this can discourage 
dissent, even among highly capable actors.

These discussions highlighted that interpersonal bias is not only a 
matter of individual cognition but is deeply embedded in relational 
dynamics, between roles, expectations, authority structures, and 
the performative pressure of decision-making under pressurised 
uncertainty. Managing these dynamics, participants concluded, 
requires deliberate design: fostering environments where doubt  
is not just permitted but structurally enabled.

Overconfidence in human and machine judgement

Conversations about overconfidence tended to revolve around two 
axes: belief in one’s own side’s capability and the assumption that 
adversaries would behave rationally. Several participants noted that 
their strategic communities often discount irrational or emotionally 
driven decisions from opponents, believing that all actors ultimately 
seek survival and predictability. This, in turn, fostered confidence  
in escalation control mechanisms and nuclear signalling strategies. 
Others discussed overconfidence in technological systems, 
particularly the reliability of early warning platforms and command 
communication channels. There was an assumption that failure 
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modes were known and accounted for. Few participants, at this 
stage, anticipated cascading failures or deeply nonlinear responses 
to seemingly small moves. The bias of overconfidence emerged not 
as bravado, but as quiet faith—in doctrine, in system integrity, and in 
the professionalism of actors involved.

In discussions following the early phases of the simulation, 
participants reflected on how, in real-world nuclear decision-
making, actors may exhibit high levels of confidence in their ability 
to anticipate adversary behaviour and interpret technical system 
outputs. This confidence, they suggested, often stems not from 
complete situational awareness but from reliance on generalised 
models of rational behaviour or familiar strategic frameworks.

The use of an AI-based decision-support tool in the simulation 
prompted participants to explore how such systems might amplify 
these tendencies. Some noted that decision-makers may assume 
AI outputs are built on the latest intelligence or objective data, 
while others observed that the mere presence of quantified, 
visually structured information can lend an illusion of rigour 
and precision. Participants considered how, under operational 
conditions, AI outputs that align with prior expectations might be 
readily accepted, while contradictory ones might be discounted or 
rationalised away. 

These reflections did not suggest an uncritical faith in AI. On the 
contrary, many participants highlighted the potential for healthy 
scepticism. But they acknowledged that such scepticism may be 
unevenly applied, stronger when the system challenges human 
intuition, weaker when it affirms it. This asymmetrical trust, they 
argued, represents a convergence of automation bias and human 
overconfidence: each validating the other in ways that can entrench 
rather than interrogate flawed assumptions.

The concern, then, is not simply overreliance on machines or 
overconfidence in human judgment, but the reinforcing loop that 
emerges when both operate within the same cognitive frame. In 
this sense, participants emphasised, confidence becomes self-
sustaining: not because decisions are necessarily correct, but 
because tools and intuitions feed back into each other without 
external correction.

Worst-case thinking: The fear of getting it wrong

Finally, worst-case thinking arose organically as participants 
discussed the cost of hesitation. Drawing on both historical crises 
and imagined future scenarios, several group members made 
the case that not acting quickly enough could be as dangerous 
as acting too aggressively. This led to a recurring dilemma: 
when the cost of getting it wrong is total, how much should you 
hedge against unlikely but catastrophic events? One participant 
referenced the logic of “strategic pessimism,” arguing that leaders 
often have no choice but to anticipate the most dangerous version 
of an adversary’s intention. Others expressed discomfort with 
this logic but conceded that institutional incentives often reward 
escalation over risk tolerance. Thus, worst-case thinking was  
not framed as irrational; it was cast as structurally embedded.  
It emerged as a rational strategy in an irrational environment.  

The bias of 
overconfidence 
emerged not as 
bravado, but as quiet 
faith—in doctrine, in 
system integrity, and  
in the professionalism 
of actors involved.
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The question, left unresolved, was how to distinguish between  
prudence and paranoia.

As the simulation scenarios progressed, participants began to 
reflect on one of the most quietly influential dynamics they believed 
would shape real-world nuclear decision-making: the deeply 
embedded belief that failing to act pre-emptively could lead to 
irreversible catastrophe. This reflection centred on the tension 
between caution and pre-emption, wherein uncertainty itself 
becomes a driver for escalatory choices. Participants discussed 
how, under high-stakes ambiguity, decision-makers may lean 
toward acting “just in case,” not because the intelligence clearly 
warrants it, but because the perceived cost of inaction feels too 
great to risk. Importantly, participants were careful to frame this 
impulse not as reckless or emotional, but as a consequence of 
the burden of responsibility. Decision-makers, they argued, might 
escalate not out of aggression but out of a desire to avoid under-
reacting in the face of a potentially existential threat. However,  
they also recognised that such framing could lead to decisions  
that exceed the actual demands of a situation. When reflecting  
on why diplomatic or de-escalatory options were often set aside  
in strategic contexts, one participant observed that leaders may 
fear the reputational or historical consequences of being perceived 
as hesitant in the face of danger.

This line of reflection drew attention to the asymmetry often 
present in crisis reasoning: the prioritisation of avoiding Type 
II errors, failing to act on a genuine threat, over Type I errors — 
overreacting to a false signal. While the former is understandable, 
participants noted that this emphasis can produce a systematic 
skew in judgment. Rather than being anchored in the most probable 
outcomes, decisions may instead be shaped by what is least 
politically or personally defensible in retrospect.

It is in this context that worst-case thinking becomes particularly 
insidious. Participants reflected that it can feel prudent, even 
necessary, but it subtly narrows the space for moderate or time-
buying options. Once the possibility of catastrophe dominates the 
strategic horizon, the imperative to act begins to override the logic 
of delay, dialogue, or contingency, effectively collapsing the middle 
ground even in situations where it may still be viable.

The role of technology in shaping, amplifying, and 
containing bias

Participants’ reflections revealed a complex interplay. In scenarios 
where the AI output aligned with a group’s strategic expectations, 
it often functioned as a form of psychological reinforcement. The 
output was taken less as new evidence and more as affirmation; 
as one participant observed, “It confirmed what we were already 
thinking”.  However, when the system’s outputs, decision-
support feedback, or recommendations contradicted prevailing 
assumptions, they were more likely to be sidelined than explored. 
Few groups, in their reflections, identified moments where users 
would pause to ask critical questions such as: What underlying 
assumptions is this model operating on? What are its data 
limitations? How would one detect an error in its logic?

Few groups, in their 
reflections, identified 
moments where users 
would pause to ask 
critical questions such 
as: What underlying 
assumptions is this 
model operating on?
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This pattern suggested a broader concern around selective trust. 
Participants noted that in real-world decision-making, humans 
may rely on AI when it reinforces their views but resist it when it 
challenges them, unless those humans are themselves uncertain or 
under-confident, in which case the system may become a decision-
making crutch. This dual tendency reflects the simultaneous 
presence of automation bias and algorithm aversion, operating in 
unpredictable and context-dependent ways (see Figure 2).

Participants also reflected on the visual and temporal influence 
of AI. Decision-support tools used in the simulation delivered 
probabilistic warnings, scenario predictions, and threat escalations, 
often via dashboards with visual aids such as graphs, sliders, 
or confidence intervals. Though these outputs were not always 
transparent in terms of their underlying logic, their graphical clarity 
lent them an aura of credibility. Participants noted how these visual 
cues could disproportionately shape a decision-maker’s sense 
of urgency or priority. Several groups imagined how, in practice, 
such systems might become temporal anchors, reorganising the 
rhythm of group deliberations and shifting the focus of attention, 
not necessarily by what they predicted, but by when and how they 
delivered information.

Fig 2. Emerging technology as bias modulator: Human-machine Iinteraction
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This aspect of reflection proved critical: AI was not perceived  
as merely adding data to an already rational process. Instead,  
it was recognised as reshaping the contours of reasoning itself, 
modulating when decisions are made, what types of evidence 
are weighted, and how the threshold for action is calibrated. 
These effects may be subtle, but they are structurally significant, 
particularly in nuclear contexts where every shift in tone, tempo,  
or trust carries disproportionate consequences.

Participants concluded that AI cannot be understood solely as 
a tool for reducing bias; nor should it be feared only as a source 
of distortion (see Figure 3). Rather, it must be seen as a bias 
modulator, a force that can either amplify or attenuate human 
tendencies depending on how it is engaged. It may reinforce 
overconfidence by simulating precision, but it can also expose 
hidden assumptions by modelling uncertainty. Its impact is not 
deterministic; it is contingent. And this contingency, participants 
argued, places renewed importance on human responsibility:  
not just in interpreting AI, but in designing decision processes  
that anticipate its effects.

Fig 3. Nuclear crisis decision-making: Compounding effects of bias and emerging tech
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Concluding 
reflections 
and future 
directions

This report has aimed to capture an evolving conversation, one that 
sits at the intersection of behavioural science, strategic studies, 
and technological design. Bias in nuclear decision-making is not 
a new concern. But in a world increasingly shaped by artificial 
intelligence, accelerated decision cycles, and contested narratives, 
it demands renewed attention. The workshop revealed that biases 
do not merely emerge from ignorance or error. They emerge from 
structure. They are shaped by how information is framed, how 
authority is distributed, how time is managed, and how machines 
are positioned within human decision-making loops. In nuclear 
contexts, these structural forces amplify risk, not always through 
recklessness, but often through misplaced confidence, premature 
certainty, or the narrowing of imagined alternatives.

If there is one unifying insight from the workshop, it is this: bias 
thrives where reflection is absent. Whether in the form of over-
trusting an AI model, deferring too quickly to a dominant voice,  
or reading malice into ambiguous signals, the most consequential 
errors were not rooted in malice or irrationality. They were rooted 
in momentum, in the sense that, under pressure, decisions must 
move forward, even if clarity has not yet arrived. And this is where 
technology enters not only as a risk, but as a potential ally. Well-
designed decision-support tools, simulations, and digital twins  
can serve as bias disruptors. They can inject counterfactuals,  
force the articulation of assumptions, and simulate alternative 
timelines. But for this to work, they must be transparent, 
interpretable, and embedded in a decision culture that values 
process as much as prediction.

This report does not offer final answers. It does not claim to have 
defined an exhaustive taxonomy of bias, nor to have resolved how 
AI should be embedded in nuclear command structures. Instead, 
it offers a beginning, a step toward a more systematic, empirically 
informed, and behaviourally grounded approach to nuclear risk.

If there is one unifying 
insight from the 
workshop, it is this:  
bias thrives where 
reflection is absent.
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Appendix A: 
Extended Landscape of Cognitive Biases Relevant to High-Stakes Decision-Making  
(reproduced from Pogrebna and Renaud, 2025)
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