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About the ‘Simulating
Technological Complexity &
Advancing Risk Reduction’
project

This project focuses on a fast-changing, yet neglected, area of nuclear risk: mitigating
the impacts of emerging and disruptive technologies (EDTs) on nuclear weapons
decision-making and nuclear command, control, and communications (NC3).

The fundamental aim of this project is risk reduction. We aim to do this by assisting
states in identifying and mitigating nuclear use pathways and potential mistakes/
miscalculations generated by the aggregate effects of EDTs on nuclear weapons
decision-making processes and NC3 systems.

The ‘Simulating Technological Complexity & Advancing Risk Reduction’ project
consists of three strands of work that seek to better understand EDTs and
technological complexity, to produce detailed recommendations to mitigate nuclear
risks:

1. Strand 1 focuses on developing a framework to address likely challenges from
EDTs to NC3 and nuclear decision-making. This report is part of Strand 1.

2. Through Strand 2, the ELN seeks to create a prototype digital tool that will
simulate the highest-level nuclear weapons decision-making instances, the
aggregate impact of EDTs in these processes, and the way the framework
developed in Strand 1 can mitigate the risks generated by the aggregate effects
of EDTs.

3. Strand 3 will develop a sustained EDTs and technological complexity risk
reduction campaign to implement the recommendations among nuclear-weapon
and non-nuclear-weapon states and throughout multilateral and supra-national
instances, such as the Nuclear Non-Proliferation Treaty review cycle, the Creating
the Environment for Nuclear Disarmament, the Stockholm Initiative, and NATO,
among others.

This work was performed with the generous support of the German Federal Foreign
Office. The views and opinions of authors expressed herein do not necessarily state
or reflect those of the German Federal Government. The authors would like to thank
Graham Stacey, Alice Saltini, Jane Kinninmont, and Esther Kersley for their comments
and suggestions to earlier drafts of this report.
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Executive
summary

The fundamental aim of this project is to reduce risk by helping
states identify and mitigate nuclear use pathways and potential
mistakes/miscalculations that could arise from the complex
interplay of emerging and disruptive technologies (EDTs) and the
decision to use nuclear weapons. Although EDTs offer potential
advantages, the rush by many nations to achieve technological
superiority means that associated risks and disadvantages do
not always receive the attention required. This leads to a lack of
common understanding of risks and opportunities of EDTs.

Most studies address risks posed by technologies through the
single lens of EDTs. However, when viewed as an aggregate,
dimensions of complexity emerge revealing additional types of
risks that could significantly impinge on the nuclear domain. These
risks underscore the urgent need for careful management and
proactive policies. Such measures are essential to maximise the
benefits of advanced technologies while minimising their potential
harms, all without undermining the substance and practice of
deterrence.

Through a series of expert workshops, the ELN has produced

a Guardrails and a Self-Assessment (GSA) Framework. This
Framework aims to help the P5 and other nuclear-armed states
self-evaluate the likely impact of EDTs on their NC3 systems and
decision-making processes, and identify risk reduction measures.
To this purpose, the GSA Framework aims to raise awareness and
familiarise stakeholders at various levels with the complex interplay
between a multitude of technologies, NC3 systems, and nuclear
weapons decision-making.

The GSA Framework can help both states with and without nuclear
weapons to implement responsible behaviours, policies, and
practices and increase transparency around nuclear decision-
making, fostering a more informed debate on nuclear risks. This is
particularly important for the Non-Proliferation Treaty (NPT) and
groups of like-minded states, such as the Creating Environment for
Nuclear Disarmament (CEND) group and the Stockholm Initiative

().

Given the limited experience that states have in managing
security discussions on EDTs, the report offers preliminary
recommendations for how to address this deficiency at various
stakeholder levels.

National implementation of measures outlined in the GSA
Framework.

Nuclear possessing states and technologically advanced non-
possessing states adopting EDTs in their militaries should work
toward the domestic adoption of the measures outlined in the
GSA Framework.

They could do so by pursuing national multistakeholder
dialogues that focus on identifying requirements for the
implementation of the GSA Framework and potential barriers to
its operation.
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State Parties to the NPT should adopt a joint statement
recognising the risks created by the aggregate effects of EDTs on
NC3 systems and nuclear weapons decision-making. They should
also convene a working group on technological complexity.

An agreed statement between a diverse group of states would
lay the groundwork to establish a working group to study the
issue in depth.

State Parties should convene a working group on technological
complexity to investigate how the GSA Framework can advance
disarmament and non-proliferation objectives. To ensure
inclusivity and a variety of perspectives, the working group
should include participation from a range of stakeholders that
include academia, civil society, and the private sector.

The P5 Process should include the impact of EDTs on nuclear
decision-making and NC3 in its discussions and consider risk
reduction measures via implementation of the GSA Framework.

The P5 Process should consider the risks of adopting of EDTs in
the military domain and potential responses to events involving
these technologies.

The GSA Framework can guide parties through the potential risks
and reveal the most appropriate risk mitigation measures.

The Sl should collaborate with stakeholders in identifying GSA
measures for implementation and determining which risks
outlined in the Framework should be incorporated in fail-safe
reviews conducted by all nuclear-weapon states.

The Sl could establish two working groups. The first would focus
on identifying and prioritising GSA measures for implementation
by nuclear and non-nuclear-weapon states.

The second group could conduct a study to determine which
risks outlined in the GSA Framework should be incorporated into
fail-safe reviews conducted by all nuclear-weapon states.

Subgroup 3 of CEND should review the GSA Framework to
evaluate its implementation and feasibility for both nuclear and
non-nuclear-weapon states and assess how the aggregate effects
of EDTs influence perceptions of disarmament obligations and
responsibilities.

By incorporating a review of the GSA Framework into its
workplan, Subgroup 3 could address the risks posed by the
aggregate effects of EDTs on nuclear weapons decision-making
and NC3.

It could also consider assessing how the aggregate effects of

EDTs influence perceptions of disarmament responsibilities and
obligations among nuclear and non-nuclear-weapon states.
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NATO should prioritise technological complexity in its
innovation activities and Implementation Strategy,’ including
analysing the implications of EDTs for NC3 systems and
nuclear weapons decision-making.

Analysing the aggregate effects of EDTs on NC3 systems
and nuclear weapons decision-making structures as a
separate priority area would complement current efforts
and help converge two strategic topics for NATO: EDTs and
nuclear deterrence.

The NATO Secretary General's Advisory Group on EDTs could
lead this work, using the GSA Framework to prioritise risks
and recommend guardrails for national implementation.
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Introduction

Understanding the
various pressure
points created by the
aggregate effects of
EDTs and identifying
risk mitigation
measures are critical
first steps to ensure
decision-makers are
prepared for a future in
which these challenges
will arise.

The aim of this report is to present and describe the ELN’s GSA
Framework, a risk mitigation tool developed under the ‘Simulating
Technological Complexity & Advancing Risk Reduction’ project.

The GSA Framework evaluates how the combined effects of EDTs
might impact nuclear command, control, and communication (NC3)
systems and nuclear weapons decision-making processes. It offers
guardrails and self-assessment measures to limit the negative
effects of such technologies.

To achieve this, the GSA Framework examines the impact of six
significant and potentially disruptive technological developments:
artificial intelligence (Al), autonomous systems and drones,
counter-space capabilities, deepfakes, computer network
operations (cyber), and quantum technologies. Unlike conventional
approaches that study EDTs in isolation, the GSA Framework
evaluates their aggregate effects on NC3 systems and the
additional pressures and complexities these may create for the
nuclear weapons decision-making process. In essence, it aims

to assess the combined impact of EDTs, recognising that these
effects exceed the sum of their individual parts.

The GSA Framework is focused on technological developments
that are expected to mature over the next five to ten years. It serves
as a predictive snapshot, incorporating informed assumptions
about potential interactions among EDTs, and the risks their
combined effects could impinge on the nuclear weapons

domain. While studies on this topic vary in their focus, most also
concentrate on a similar medium-term (five to ten, or slightly
longer) horizon. This approach is shared by the NATO Science &
Technology Organization, the US National Intelligence Council’s
Global Trends Project, and other notable efforts.?

This report does not seek to describe the technical discussions
surrounding EDTs and NC3, nor does it cover every aspect of the
nuclear weapons decision-making process. It also does not claim
that EDTs are the only source of complexity in NC3 systems.
Broader strategic, military, operational, moral, and psychological
factors are also likely to play important roles in shaping the
strategic landscape and may continue to dominate in some cases.?
However, understanding the various pressure points created by the
aggregate effects of EDTs and identifying risk mitigation measures
are critical first steps to ensure decision-makers are prepared for a
future in which these challenges will arise.
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What are NC3
Systems?

Nuclear Command, Control, and Communications

The definition, design, and terminologies associated with NC3
systems are nuanced and differ between the nuclear possessor
states. NC3 can broadly be defined as an information system
employed within a political/military organisation. It is a general
phrase that incorporates strategic and tactical systems.
Consequently, combat direction, tactical data, and warning and
control systems may each be considered NC3 systems.*

NC2 (nuclear command and control) and NC3 (NC2 plus
communications) encompass overlapping systems for nuclear
weapons management. Understanding the distinction and
intersection between NC2 and NC3 is valuable to grasp how
different nuclear possessor states exercise command and control
over their nuclear arsenals and convey decisions within their
military and political structures.

Command involves delegating a task by the highest political
authority to its military forces. Control entails overseeing

the operations of military forces as directed by command,
implementing constraints through doctrines such as standard
operating procedures (SOPs), and utilising communication and
intelligence networks.®

The principles of NC2 and NC3 encompass policies, procedures,
and organisational structures necessary to ensure that nuclear
weapons can be commanded and controlled effectively, securely,
and reliably. Whether NC2 or NC3, the key question for such a
system can be summarised succinctly as the process states use
to guarantee that unconventional weapons are employed only in
accordance with their intended plans.®

NC3 ensures the effective management, secure operation, and
reliable communication of a nation’s nuclear forces. These systems
integrate various sophisticated elements to ensure that nuclear
arsenals are controlled, their use is authorised only by leaders,

and that communications remain intact even during a nuclear war.
Communication is a core component of any deterrent strategy, but
it is often overlooked because military planners underestimate its
critical importance: the greatest vulnerability in a nuclear posture is
communications.’

The preference displayed by the P5 to ensure communications
survivability underscores the size and variety of their nuclear
arsenals and the need for reliability and resilience to ensure that
command and control remain functional and secure even under
attack; the US Department of Defence (DOD), for instance, operates
through its NC3 enterprise to implement the NC2 functions.
Similarly, communications survivability is also a key attribute of the
UK NC3 system, which is designed to operate under all foreseeable
circumstances and to ensure that a correctly authenticated UK
national firing control message is sent from the National Command
Authority to the ballistic missile submarines (SSBN).®

As the backbone of a nuclear state’s ability to manage its nuclear
forces — including the ability to authorise and control nuclear
weapon use, communicate with forces, and maintain situational
awareness — disruptions to NC2 and NC3 systems are highly
destabilising for several crucial reasons. The table below identifies
some of the associated risks.
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Table 1: Risks associated with targeting of NC3 systems®

Threat

Risk

Breakdown of command and
control leading to loss of
authoritative command

Increased risk of
miscalculation and
accidental launch resulting
from misinterpreted signals

Threat to deterrence
stability as a result of
undermining rival’s second-
strike capability

Crisis instability resulting
from the risk of rapid
escalation

Loss of critical information
resulting from impairment
of situational awareness and
decision-making

Destabilisation of
international relations and
threat to global security

Breakdown of nuclear
safety protocols resulting
from compromised
communication channels

Compromised decision-making: NC3 systems enable top-level leaders to make
informed decisions regarding the use of nuclear weapons. Attacking these
systems can sever the chain of command, potentially leading to unauthorised or
accidental nuclear weapon use.

Reduced command effectiveness: a breakdown in NC3 could mean that nuclear
forces might not receive orders in a timely manner, leading to confusion and
potential misuse of nuclear assets.

False alarms: attacks on NC3 systems could generate false alerts or obscure real
threats, leading to misinterpretation of data and potentially causing premature or
accidental nuclear launches.

Automated retaliation risks: some states may have automated response systems
that could be triggered incorrectly if NC3 systems are attacked, leading to
unintentional escalation.'

Eroding retaliation confidence: the assurance that a state can retaliate (second-
strike capability) after absorbing a nuclear strike is crucial for deterrence. Attacks
on NC3 could undermine this capability by causing doubts about the ability to
execute a nuclear reprisal.

Perceived weakness: if a state’s NC3 systems are perceived to be vulnerable,
it might embolden adversaries to take more aggressive actions, thereby
destabilising the strategic balance.

Pre-emptive strike incentives (first strike instability): fearing that its NC3
systems might be disabled, a state might feel compelled to launch its nuclear
weapons pre-emptively during a crisis, thereby increasing the likelihood of nuclear
conflict.

Escalation to nuclear use: an attack on NC3 systems could be seen as the
precursor to an attempt to decapitate the state’s leadership or neutralise its
nuclear forces, potentially leading to immediate escalation to nuclear use as a
defensive measure.

Reduced visibility or blindness in crisis: NC3 systems provide critical situational
awareness about the status of nuclear forces and the strategic environment.
Attacking NC3 systems can blind decision-makers to incoming threats or the
actual status of their forces.

Delay in critical decisions: the inability to obtain or verify information quickly can
delay crucial decisions, which in a fast-moving crisis could mean the difference
between deterrence holding or failing.

Erosion of trust: attacking NC3 systems can erode trust between nuclear-armed
states, leading to increased tensions and reduced willingness to engage in arms
control or disarmament talks.

Encouraging arms races: if states perceive their NC3 systems as vulnerable, they
might invest more in offensive capabilities to pre-emptively disable adversary
NC3, leading to an arms race and reduced global stability.

Impaired communication: reliable communication is essential for implementing
safety protocols, including nuclear risk-reduction measures and crisis
management. Attacks on NC3 systems can disrupt these channels, increasing the
risk of inadvertent escalation.

Failure in de-escalation: the inability to communicate effectively with other
nuclear-armed states during a crisis can prevent timely de-escalation and conflict
resolution.
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Ambiguous postures: without robust and reliable NC3, a state’s nuclear posture
becomes uncertain, as adversaries cannot be sure of the state’s command and
control over its nuclear forces. This uncertainty can lead to worst-case scenario

Operational and strategic : .
planning and heightened alert levels.

uncertainty resulting from

increased uncertainty Unpredictable responses: if NC3 systems are compromised, the responses

from the attacked state may become unpredictable, increasing the likelihood of
unintended and rapid escalation to the nuclear level.

Strategic cultures and principal functions of NC2 - NC3

Strategic culture predicts that different states adopt different NC2
and NC3 structures, based on domestic politics and interests,
cultural and decision-making norms, civil-military relations, and
historical experiences.” These factors also influence nuclear
learning, technological development, succession procedures,
and security environments.'? Organisational behaviour and
bureaucracies further shape how these states design and
execute their nuclear weapons decision-making processes.”
This is significant as the NC3 enterprise may involve hundreds or
thousands of people interacting with each other across various
technical systems.™

Despite the differences in national approaches to NC2 and NC3,
the fundamental principles and functions of these systems often
intersect and merge with one another. For example, John Gower
argues that since the withdrawal of US weapons from the UK, the
UK’s concentration of its deterrent in the sea launched ballistic
missile system eliminated the need for additional complexities
in NC3 systems, focusing solely on national command and
control over its SSBN force across all scenarios.’® However,
effective communications are integral to the UK’s SSBN, crucial
for maintaining the effectiveness of each NC2 component,
underscoring the overlap in core communications functions
between NC2 and NC3.' In the US context, NC2 relies on a
survivable network of communications and warning systems
that ensure secure connectivity from the president to all nuclear-
capable forces, while the ability to move trusted data and advice
depends on NC3."7

Given the breadth, complexity, diversity, and secrecy surrounding of
NC2 and NC3 architectures among nuclear possessor states, this
report omits discussing the myriad of their structural and technical
specifications, which is beyond the scope of the GSA Framework.
For simplification, the GSA Framework refers to NC3 and not NC2
because effective communications are embedded, although to
varying degrees, within each nuclear possessor states’ systems.
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Overview of
emerging and
disruptive
technologies
(EDTSs)

The fundamental tenets
of nuclear weapons
decision-making have
not significantly evolved
since the Cuban Missile
Crisis. Nevertheless,
EDTs such as
autonomous weapons
and drones, counter
space capabilities, cyber
offensive capabilities,
Al, deepfakes, and
quantum technologies
are increasingly
interacting with the
nuclear domain.

EDTs operating in aggregate

The complexity of technological innovation as they relate to
security and strategy raises several important issues. One issue is
that nuclear weapons cannot be considered in isolation from EDTs
because states’ increasing dependency on these technologies

to conduct conventional operations has causal effects on
escalation pathways and nuclear weapons decision-making.
While most nuclear possessor states treat nuclear weapons as a
separate category of warfare (for good reasons) and distinct from
conventional war, this can lead stakeholders to focus on nuclear
postures and doctrines without considering the wider strategic
landscape, thereby overlooking the impact of EDTs on the nuclear
domain.”® Yet, EDTs have the potential to fundamentally change the
way in which nuclear operations are conducted and how nuclear
command and control functions.’

In this context, the GSA Framework concentrates on EDTs that can
potentially impact NC3 systems and nuclear weapons decision-
making processes. This scope thus encompasses both new
technologies and established ones that have evolved in relevance
within the defence and nuclear weapons domain.?° Ultimately, the
GSA Framework addresses challenges posed by technological
developments that could reshape the landscape of nuclear
weapons decision-making, and it evaluates the aggregate effects of
EDTs rather than jsolated impacts of individual technologies.

EDTs and nuclear weapons decision-making

Despite advancements in EDTs, the fundamental tenets of nuclear
weapons decision-making have not significantly evolved since the
Cuban Missile Crisis. Nevertheless, EDTs such as autonomous
weapons and drones, counter space capabilities, cyber offensive
capabilities, Al, deepfakes, and quantum technologies are
increasingly interacting with the nuclear domain.

EDTs introduce benefits, as well as risks; they can benefit decision-
making processes through improved sensors, data analysis and
management, and real time situational awareness, among other
things. However, as the technologies significantly increase the
volume of data, knowledge, and factors to be considered, and
operate at speeds beyond human capability, nuclear weapons
decision-making will become increasingly complex. Decision-
makers may face a situation where multiple EDTs interact, adding
layers of complexity, creating internal feedback and biases, and
generating unexpected and potentially unexplainable outcomes.

In this context, the rapid evolution of EDTs and their intricate
interactions when combined have the potential to exert a profound
influence on the global nuclear weapons decision-making
landscape.

EDTs under consideration

In a first iteration of this project, the ELN and organisations

that it partnered with identified six emerging and/or disruptive
technologies with the potential to significantly impact future
nuclear weapons decision-making.?' These technologies (listed
in Table 2 below) were chosen based on a comprehensive review
of patent and non-patent literature, focusing on factors such as
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novelty, growth trajectory, and potential for disruptive applications
in the military domain.

Hypersonic technologies, particularly their military applications in
the form of hypersonic glide vehicles (HGVs) and cruise missiles
(HCMs) were excluded for a few reasons. First, the transformative
nature of HGVs and HCMs on the strategic balance remains
unclear. Second, some ballistic missiles, such as the US Minuteman
Il or the Russian RS-28 Sarmat can already travel at hypersonic
speeds.?? Thus, ballistic missiles and HGVs present advancements
that fit in a continuum, as they share many similarities, rather than
the latter having disruptive characteristics.? Last, the additional
benefits of HGVs and HCMs over advanced ballistic and cruise
missiles (which can already evade defences, manoeuvre, and strike
targets with a high degree of accuracy) are debated.?

The table below provides a concise overview of the implications of
the selected EDTs on NC3 and nuclear weapons decision-making.

Table 2: Overview of the implications of selected EDTs on NC3 and nuclear weapon
decision-making?®

Autonomous weapons and drones present both challenges and opportunities for nuclear
Autonomous weapons decision-making and NC3 systems. They can enhance situational awareness
WEEDLLG N and provide new capabilities for resilience and redundancy, but they also introduce risks
drones of rapid escalation, reduced decision-making timeframes, and vulnerabilities to cyber and
electronic warfare. From a decision-making perspective, drone swarms combined with
/ neural networks engender a range of capabilities. They could analyse big portions of terrain
\ in detail, remain airborne for extended periods, and have the power to strike without human
involvement. In addition, they can detect human presence, recognise faces and interpret
human emotions. They could also neutralise weapons and specialise in specific roles, as
well as communicate autonomously, mimic human visual systems for nuclear detection,
and employ Al-based decision-making to overwhelm defences.

Counter-space capabilities in a context of increased commercialisation of space introduce
several complexities into nuclear weapons decision-making and NC3.

Counter space capabilities that target satellites used for early warning, communication,
and intelligence, surveillance, and reconnaissance (ISR) can be particularly risky, as these
systems constitute key nodes in states’ NC3. These satellites are also entangled with
non-nuclear weapons and are typically dual use, meaning that they enable both nuclear
and non-nuclear operations. Kinetic attacks or potential accidents that affect these assets
would compromise a core function of NC3 by reducing situational awareness.

Yet, the risk of space congestion within five years may make it too risky to neutralise enemy
satellites.

The integration of novel cyber technologies with drones, Al, and deep fakes could
Cyber threaten NC3 and nuclear weapons decision-making. Machine learning could enable daily
offensive generation of numerous malware versions. Remote access trojan malware could target
capabilities critical infrastructure networks and manipulate Al in hardware to eliminate valid threat
warnings and/or create fake hazards.

A potential shift of computing power to ‘internet of things’ (I1oT) devices will create
vulnerabilities, particularly near targets like nuclear facilities. Hackers could compromise
counter-measures in industrial robots and simulate cyber-attacks on infrastructure plants.
Novel combinations could involve malware code generation, rapid spreading through

loT devices, and automatic triggering of cyber-attacks upon proximity to a target. The
manipulation of Al in hardware could allow for server corruption, impacting infrastructure
including nuclear weapons facilities.
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Al will reshape NC3 and nuclear weapons decision-making, offering advantages in

data validation and countering risks related to information overload and machine-

driven deception. While Al promises autonomous machine speed decision-making and
augmented reality systems for enhanced situational awareness, it may also be a primary
source of systemic risk. ‘Distributed Al’ — Al distributed across multiple devices — will
enable machines to operate both in tandem and autonomously. This could limit the options
available to decision-makers during an attack, as they may be compelled to either endorse
the machine’s chartered course of action, or rely solely on machine-mediated outputs to
suggest an alternative path.

The distinction between Al focused on detection and targeting, and Al as a trusted advisor
in escalation and decision-making will be crucial. Machine deception at machine speed
emerges as a critical risk, necessitating multiple Als to cross-check and validate sources
and reasoning within nuclear NC3. Some Al designs could improve trust between machines
and humans, but outcomes are uncertain. The potential for system cascades triggered by
mismatches between Al recommendations and human intentions poses a threat to well-
judged conflict management.

Deepfake technology poses a significant and imminent risk to NC3 system, by providing
Deepfakes state and non-state actors inexpensive and simple means to create near-indistinguishable
fake images, videos, and text. This automated deception threatens to erode trust in
intelligence sources, political leaders, and digital platform security. Countermeasures are
emerging, including blockchain co-processors and machine generated trustworthiness
scores. However, the risks persist, with generative adversarial networks (GANs) used for
detection systems, leading to a potential ‘machine vs machine’ environment.

The convergence of technologies introduces challenges such as neuro-linguistic
programming intercepting and rewriting text and synthetic audio deepfakes manipulating
command orders, news, and political statements.

The unprecedented speed of quantum computers, potentially operating 100 trillion

times faster than conventional supercomputers, could introduce a ‘machine vs machine’
dynamic in which speed will dominate and compound the complexity inherent to NC3
systems and the uncertainty faced by nuclear weapons decision-makers. This technology
has the potential to have a multiplier effect, complicating decision-making across other
technologies. This shift may lead to asymmetric shocks and expose critical systems like
encryption and security networks to vulnerabilities.

Hybrid quantum/classical computers could compromise key NC3 elements such as
submarine tracking and space command and control, accelerating real-time threat
detection and introducing complexities in decision-making.

Quantum-based gaming will revolutionise strategic decision-making and the evaluation of
emerging nuclear risks. Conversely, quantum technologies have the potential to magnify
the effects of complexity and uncertainty, rendering interconnected networks more
susceptible to deception and attacks.
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The selected EDTs are interconnected, globally widespread, and
inherently both dual-use (applicable for both military and civilian
purposes) and dual capable (intervening in both nuclear and non-
nuclear operations). Given this, the GSA Framework examines

their aggregate and collective effects on nuclear weapons
decision-making, rather than the impact of individual technological
developments. The main objective is to develop a comprehensive
understanding that will inform strategies for navigating the intricate
intersection of disruptive technologies and nuclear weapons
decision-making and planning.
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Risks from
EDTs to
nuclear
weapons
decision-
making and
NC3

These technologies
have the potential to
accelerate information
flow, compress
decision-making
timeframes, involve
more stakeholders, and
exacerbate existing
ambiguities.

Navigating nuclear weapons decision-making has always been a
complicated task — EDTs are poised to multiply this complexity
exponentially. These technologies have the potential to accelerate
information flow, compress decision-making timeframes, involve
more stakeholders, and exacerbate existing ambiguities. Acting

in aggregate, these factors could heighten misperception,
misunderstanding, and miscalculation, thereby increasing the risk
of nuclear escalation and unintended nuclear use.

To address these challenges and develop measures to mitigate the
impact of EDTs on nuclear decision-making, the GSA Framework’s
starting point is risk identification. The GSA Framework simplifies
this process by categorising risks at three levels: technological,
operational, and strategic.

+ Technology-inherent risks stem from the characteristics,
limitations, or complexities of the technology itself, including the
design and development of technology-based systems.

+ Operational risks arise from the operational environment,
practices, and human factors involved in the management
and use of the technology, often related to human-machine
interaction.

- Strategic risks encompass potential threats or uncertainties
that could undermine stability, security, or the balance of power,
influencing the calculations of states and actors involved.

While these categories are interconnected — with technology-
inherent risks, for instance, leading to operational risks, potentially
escalating into strategic risks — they are delineated separately to
facilitate the development of targeted risk mitigation strategies at
each level. It should be noted that the list of risks described below
does not intend to be an exhaustive enumeration of all potential
risks generated by EDTs, nor to cover all possible technological
scenarios and combinations. Furthermore, as technologies
constantly evolve and develop, new risks are likely to emerge. We
encourage states to also consider, assess, and mitigate against
additional risks as they appear.
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Table 3: Risks of EDTs to nuclear weapons decision-making and to NC3, by category

Technology-inherent risks

Identifier

Definition

Description

Malfunction

Cyber-attacks

Computing
constraints

Malfunction of EDTs (Al and
guantum technologies in
particular) integrated into
systems critical for NC3,
including decision support,
situational monitoring, detection,
and early warning systems.

Susceptibility of EDTs-
augmented systems — such as
decision support, situational
monitoring, detection, and early
warning systems - to cyber-
attacks.

Underperformance of Al-
powered autonomous systems
tasked with ISR and delivery
duties, due to computing
limitations on the battlefield.

NC3 EDT-augmented systems, especially those
integrating Al and quantum technologies, are vulnerable to
malfunction due to algorithmic errors and hallucinations,
potentially generating incorrect outputs with high

levels of confidence. In decision support, situational
monitoring, detection, and early warning systems for
NC3 and nuclear weapons decision-making, these kinds
of malfunctions could lead to incorrect assessments

of threats, misinterpretation of data, and/or erroneous
recommendations, potentially resulting in inappropriate
actions being taken under false pretence or beliefs.

EDTs-augmented systems that involve Al and quantum
technologies may represent attractive targets for
cyber-attacks. First, malicious actors may attempt to
exploit vulnerabilities in these technologies to launch
cyber-attacks aimed at data breaches and unauthorised
disclosure of sensitive information, for espionage,
blackmail, or propaganda campaigns. Second, these
technologies are particularly susceptible to cyber spoofing
attacks, where malicious actors manipulate the systems
to deceive or trick decision-makers. For instance, Al
systems could be spoofed by feeding them manipulated
data, causing them to make incorrect decisions or
provide misleading recommendations. Similarly, quantum
technologies, if compromised, could be vulnerable to
spoofing, potentially leading to erroneous outputs or
compromised security protocols within NC3 systems
and nuclear weapons decision-making processes.
Lastly, cyber-attacks could potentially compromise the
availability of these systems, leading them to cease
functioning and resulting in severe consequences for
situation awareness and/or ongoing operations. These
breaches would pose significant risks to the integrity and
security of NC3 and nuclear weapons decision-making
processes.?¢

The underperformance of Al-powered autonomous systems,
such as Al-powered drones, satellites, or ground vehicles
tasked with Intelligence, Surveillance, and Reconnaissance
(ISR) and delivery duties, due to computing limitations on
the battlefield may lead to incomplete situational awareness,
delayed response times, impaired targeting accuracy,
increased risk of strategic miscalculation, failed delivery,
and erosion of confidence in NC3 systems. Persistent
underperformance of ISR capabilities may undermine the
reliability and effectiveness of NC3 systems, resulting in
slower decision-making, reduced agility in responding to
nuclear threats, and potential escalation of conflict with
nuclear-armed adversaries.?’
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Operational risks

Identifier Definition Description

Automation bias  Automation bias and trust Automation bias in NC3 EDTs-augmented systems,

and trust gaps gaps in EDTs-augmented NC3 especially those incorporating Al and quantum
systems, especially those technologies, pose significant risks to nuclear weapons
incorporating Al and quantum decision-making processes. Automation bias may lead
technologies. decision-makers and military personnel to blindly trust

Al- and quantum-generated outputs, potentially without
critically evaluating the underlying data, computation,

or algorithms, thereby increasing the likelihood of
misinterpretations and flawed decisions. Concurrently,
trust gaps may emerge due to the opaque nature of Al and
guantum technologies, where decision-makers struggle

to verify the outputs provided, leading to scepticism or
distrust and subsequent rejection of the suggested course
of action or information provided.

Information Uncertainty over the reliability of EDTs pose a significant challenge in discerning

uncertainty information obtained, collected, genuine from fabricated media content, with deepfakes
and processed within NC3 presenting a notable concern. The proliferation of
systems. deepfake technology has the potential to create

widespread uncertainty over the reliability of information
obtained, collected, and processed within NC3 systems
and nuclear weapons decision-making processes.
Operators may struggle to differentiate between

authentic and manipulated media content, leading to
hesitancy in basing operational decisions on potentially
compromised information. Moreover, the susceptibility

of EDT-augmented NC3 systems to cyber-hacks further
exacerbates information uncertainty, as malicious actors
can exploit vulnerabilities to manipulate data and deceive
operators. The convergence of deepfakes and cyber
threats introduces unprecedented risks to the integrity and
trustworthiness of information sources, undermining the
effectiveness and reliability of NC3 systems which military
operators depend on.

Difficulty of Difficulty of attribution between  The synergistic utilisation of EDTs such as cyber offensive
attribution attacks or third-party spoofing.  capabilities, Al, and deepfake technologies significantly
heightens the difficulty of discerning whether a reported
threat is authentic or if the system has fallen victim
to sophisticated spoofing techniques. This difficulty
in attribution can lead to uncertainty and hesitation in
response efforts, potentially allowing malicious actors to
exploit vulnerabilities. If military operators are unaware that
the systems have been spoofed, they might fail to respond
appropriately. Conversely, if operators believe the threat
is authentic, malicious actors can continue their attack
undeterred.
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Overreliance

Lack of training

Overreliance on EDTs in NC3
systems.

Military personnel may
misinterpret outputs, over-rely
on flawed information, neglect
biases in Al algorithms, or ignore
signals that reflect that a system
has been hacked, compromising
nuclear weapons decision-
making within NC3.

The increasing integration of Al, quantum computing, and
other EDTs in NC3 systems — such as decision support,
situational monitoring, detection and early warning systems
— can create a dependency that may compromise the
effectiveness of military operations. This overreliance
could lead to a gradual erosion of critical thinking skills and
human judgment, as system operators become accustomed
to operating in an environment in which EDTs-augmented
systems dictate the path forward. Overreliance becomes
particularly complex when the availability of these systems
may be compromised, leading to a scenario where they
cease functioning altogether. In such situations, military
operations may lack the skills to effectively compensate

for the sudden absence of these advanced systems,
jeopardising operational effectiveness.

If military personnel are unable to comprehend the
operational mechanisms of EDTs-augmented systems,
particularly those integrating Al and machine learning
technologies, they may fail to recognise the inherent risks
and the diverse range of errors these systems can generate.
Consequently, there’s a heightened risk of making critical
decisions grounded in flawed or untrustworthy data.
Moreover, they may inadvertently disregard biases ingrained
within Al systems, such as data bias, algorithmic bias,
implicit bias, interaction bias, feedback loop bias, and social
bias.
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Identifier

Definition

Description

Erosion of trust

Lack of
understanding

Geopolitics

Erosion of trust between states
generated by information
uncertainty.

Lack of understanding among
decision-makers and defence
planners regarding the potential
effects of integrating EDTs into
NC3 systems, of the utilisation
of defensive and offensive EDTs
capabilities on NC3 systems,
and of the consequences

of accidents arising from

the deployment of these
technologies.

Geopolitical competition

and premature technology
deployment, leading to their use
beyond their initial purposes,
including in applications where
thorough testing has not been
conducted.

The proliferation of deepfake technology, coupled

with the inherent risks of malfunction, cyber-hacks

and underperformance of EDTs-augmented systems,
exacerbates the already complex landscape of information
uncertainty. These technology-inherent risks impact the
operational landscape as they undermine the reliability
and authenticity of information obtained, collected,

and processed within NC3 systems, making it difficult

for operators to differentiate between authentic and
manipulated or erroneous content. At the strategic level,
the proliferation of deepfakes creates fertile ground for
mis- and disinformation campaigns and propaganda
efforts aimed at sowing discord, undermining alliances,
and destabilising geopolitical dynamics. As trust

between states erodes due to heightened uncertainty and
scepticism over the authenticity of information, the risk of
misperception, miscalculation, and conflict escalation in
nuclear contexts becomes increasingly pronounced.

Without a practical understanding of EDTs and their
potential impacts on decision support, situational
monitoring, detection and early warning systems within
NC3, nuclear weapons decision-makers are at risk

of inadvertently introducing errors or making flawed
decisions, potentially leading to unintended consequences
or escalation of nuclear risks and creating vulnerabilities
for accidental or unauthorised use of nuclear weapons.
Additionally, the lack of comprehension regarding the
consequences of employing defensive and offensive EDT
capabilities may result in inadequate preparedness and
response strategies, leaving nuclear operations vulnerable
to disruptions or unintended consequences. Furthermore,
the lack of understanding of defence planners and
national security strategists about the implications of
EDTs, such as those that allow for autonomy in the nuclear
weapons decision-making process, could undermine

the expectation of rationality that underlies deterrence
strategies, and in turn affect the strategic calculations

of decision-makers. Last, the insufficient awareness

of defence planners and national security strategists

on the implications of EDTs in NC3 could result in lack

of budgeting to develop safety, security, and reliability
measures to mitigate technology inherent risks of EDTs.

In an environment of heightened geopolitical competition,
nations may feel compelled to swiftly adopt EDTs to gain
strategic advantages over adversaries or as an asymmetric
response to the perceived technological advancements of
a rival. However, hastily deploying EDTs beyond their initial
purposes, including in applications where thorough testing
has not been conducted risks introducing malfunctions or
vulnerabilities, particularly in critical domains like nuclear
weapons decision-making. Uncertainty surrounding these
technologies could undermine strategic stability and
deterrence postures and may trigger unintended escalation.
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Proliferation

Control

Autonomy and
deterrence
practices

Situational
awareness and
crisis stability

Proliferation risks due to
increased development and/

or ownership of EDTs by private
actors within the technology and
arms industries.

Control risks due to
development and/or ownership
of EDTs by private actors within
the technology and arms
industries.

Escalation and erosion of
deterrence arising from the
introduction of increasing
autonomy in NC3, particularly
concerning the potential

for nuclear weapons launch
decisions to be made without
direct human control.

Escalation, misinterpretation,
miscalculation, and
compromised crisis stability
arising from reduced situational
awareness due to disruptions
and malfunctions of NC3
systems and early warning
systems.

As the defence industry landscape evolves, moving away
from the traditional dominance of governments and
militaries in defence technology and weapons development,
innovation has become increasingly decentralised. This
shift often results in EDTs and their enabling systems and
technologies — such as materials, parts, components,
infrastructure, and processing and computing services —
not being exclusively developed or owned by governments.
This decentralisation heightens the risks associated

with proliferation as states cede the responsibility for

the security of these technologies to the private sector,
increasing the likelihood of them falling into the hands of
malicious non-state actors, proxies, and those seeking to
exploit vulnerabilities for nefarious purposes.

The increased involvement of the private sector in the
development of EDTs deepens states’ reliance on the private
sector, thereby affording these actors greater access,
influence, and power. The heightened involvement of the
private sector broadens the spectrum of actors engaged

in nuclear weapons decision-making and operating NC3
systems, potentially complicating governance structures
and introducing novel vulnerabilities and challenges, such as
security breaches, conflicts of interest, and decreased state
control over critical infrastructure.

Delegating decision-making authority to autonomous
systems heightens unpredictability and complexity,
increasing the potential for misinterpretation or
miscalculation of signals or events. The lack of direct
human involvement could lead to scenarios where
automated systems misinterpret incoming data, triggering
unwarranted escalation or even a nuclear response based
on flawed information. In this context, nuclear deterrence
is a psychological phenomenon and is practiced according
to a set of beliefs, which includes humans exercising
rationality. However, if decision-making is delegated to
autonomous systems without human judgement, this could
erode deterrence.

NC3 early warning systems play a crucial role in providing
real-time information about potential threats and inform
the nuclear weapons decision-making process. Disruption
to these systems, whether due to deliberate targeting

by adversaries, technical malfunctions, or unforeseen
accidents, can limit or degrade the ability of decision-
makers to accurately assess a situation, leading to
misunderstandings or miscalculations that could escalate
tensions. The vulnerability of these systems is exacerbated
by the burgeoning commercialisation of space, which has
led to increased congestion and competition for orbital
resources. This congested environment heightens the risk of
accidental interference or collision, further jeopardising the
integrity of NC3 early warning capabilities, and ultimately,
the strategic calculations of policy planners and decision-
makers.
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Introduction
to the
Guardrails
and Self-
Assessment
Framework
for EDTs in
NC3 and
nuclear
weapons
decision-
making

The GSA Framework assists states in steering the military
application of EDTs at multiple levels, reducing risk in decision-
making and managing potential escalation. It consists of measures
that states can implement independently and immediately, without
requiring negotiation or coordination with other nations.

The GSA Framework is comprised of two components. Firstly, a
set of ‘guardrails’ encompassing guidelines for decision-makers
and operators, including recommendations for technology
assessments, awareness raising, and training measures, best
practices, and unilateral pledges. Secondly, a ‘self-assessment
checklist’ designed to facilitate risk identification and mitigation
through a series of open-ended questions. This checklist aids in
operationalising the guardrails and can be utilised by states to
evaluate the resilience of their nuclear weapons decision-making
structures and NC3 systems against the risks posed by EDTs.

The two distinct aspects of the GSA Framework target different
stakeholders but are equally applicable to all. The guardrails are
designed for discussions with the P3, aiming for the mechanism’s
adoption to quickly identify and mitigate EDTs-related risks in the
nuclear field. The self-assessment checklist is intended for nations
less inclined to adopt guardrail measures, enabling independent
audits of nuclear powers and planners.

The proposed measures fall into the following categories:

a. Assessment: identification of the areas where ongoing
examination of both the immediate and far-reaching impacts of
EDTs in NC3 and nuclear weapons decision making is essential.

b. Awareness raising and training: initiatives aimed at increasing
awareness among specific actors about the risks posed by EDTs
to nuclear weapons decision-making and NC3.

c. Best practices: recommendations which nuclear weapons
decision-makers, defence and national security strategists, and
military operators could adopt to mitigate the risks associated
with EDTs in the nuclear weapons decision-making process and
NC3 systems.

d. Pledges: unilateral actions that a state should publicly commit
to undertake or refrain from, to effectively mitigate the risks
associated with EDTs in nuclear weapons decision-making and
NC3 systems.

The GSA Framework, which is presented on the next page, links
each identified risk with corresponding guardrails and self-
assessment measures to address them. It should be noted that not
all risks have associated risk reduction measures in every category.
The GSA Framework does not aim to provide an exhaustive list of
all possible risk mitigation measures that states can adopt in each
category, but rather highlight clear examples that states can follow
to mitigate the risks of EDTs on nuclear weapons decision-making
processes and NC3 systems.
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Potential uses
for the GSA
Framework

Considering the rapid
pace at which EDTs

are evolving and the
pressure to adopt

these technologies in
the military domain,

the GSA Framework

is designed for

swift, independent,

and unilateral
implementation by
states, without the need
for lengthy negotiations.

Considering the rapid pace at which EDTs are evolving and the
pressure to adopt these technologies in the military domain,

the GSA Framework is designed for swift, independent, and
unilateral implementation by states, without the need for lengthy
negotiations. This is not to suggest that the GSA Framework should
replace any bilateral or multilateral efforts to address the risks EDTs
pose to nuclear weapons decision-making and NC3 systems. Such
negotiations are necessary but can take years or even decades to
materialise, and in the current geopolitical context, time is a luxury
we do not have.

We hope the GSA Framework will be a step in the right direction
in mitigating risks and ensuring that the adoption of EDTs in the
military domain does not create undue dangers or push states
towards nuclear use. The GSA Framework can and should be
implemented by nuclear possessor and non-possessor states, as
EDTs-related pressures towards nuclear use can arise from the
actions of either. Additionally, it can guide discussions around
the risks generated by EDTs in multilateral and bilateral nuclear
conversations. Below are some ways decision-makers and policy
planners can use this resource:

National level

+ The GSA Framework can help identify actions that may
exacerbate nuclear risk by increasing the likelihood of
misperceptions, misunderstandings, unintended escalation, and
erosion of crisis stability. It also suggests measures each state
can implement to mitigate those risks.

Nuclear possessor states:

+ The guardrails elements can guide the adoption of
responsible behaviour and risk reduction measures to protect
nuclear weapons decision-making processes and NC3
systems from EDT risks.

+ The self-assessment questions can facilitate conversations
with a wide range of stakeholders about the risks and their
perceived responsibilities, including technology developers,
military planners and operators, and nuclear weapons
decision-makers.

For nuclear possessor states that are less inclined to adopt
risk mitigation or guardrails measures, the self-assessment
questions can help internally evaluate the resilience of nuclear
weapons decision-making structures and NC3 systems
against the risks posed by EDTs.

Bilateral dialogues

+ Among nuclear possessor states, the GSA Framework can serve
as a primer for conversations on strategic concerns. It could be
included in bilateral discussions about strategic stability, nuclear
risk, and EDTs. It can also guide multi-stakeholder dialogues
aimed at achieving empathic understanding between allies and
adversaries.?®

+ The GSA Framework can help the non-possessors engage with
enhanced equity in conversations on nuclear risks with nuclear
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possessor states. It can equip them with the pertinent questions
to ask and key topics to focus on, facilitating a thorough review
of the policies and practices of nuclear powers and nuclear
planners.

Multilateral instances

The GSA Framework can be used by both nuclear and non-
nuclear-weapon states in multilateral fora focused on nuclear
risks, such as the NPT and its related initiatives, including CEND,
the SI, and the P5 Process. Although not all these initiatives
explicitly address EDTs, these technologies can significantly
impact the nuclear order and states’ abilities to comply with
treaty obligations.?® In fact, at the 10th NPT Review Conference,
State Parties emphasised the need for regular dialogue on the
implications of EDTs.3° The GSA Framework can guide these
discussions, ensuring that the impact of EDTs on nuclear
weapons decision-making processes and NC3 systems are
thoroughly considered and addressed. By providing a structured
approach, the GSA Framework helps states navigate the
complexities of EDTs and their impact on nuclear risk, facilitating
a more informed and collaborative effort to enhance global
nuclear risk mitigation strategies.

The GSA Framework can support NATO's efforts to adapt its
deterrence posture by offering an innovative tool for concrete
nuclear risk reduction related to technological complexity.

In these settings, the GSA Framework can enable non-nuclear-
weapon states to engage more equitably in discussions about
the impact of EDTs on nuclear risk. It can also be used to
advocate for their participation in NATO exercises.
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The path
forward:
opportunities
for nuclear
and non-
nuclear
weapon
states

Notwithstanding

its core purpose of
showing how risks can
be mitigated, the GSA
Framework serves as a
primer for discussion
within a plethora of
forums: the NPT, the P5
Process, CEND, NATO,
and the SI.

Trust amongst states has significantly deteriorated in recent

years, driven by great power conflicts, the war in Ukraine, nuclear
modernisation, and the unravelling of arms control agreements.
The unchecked development of EDTs adds further complexity to an
already unstable situation. Currently, the prospects for meaningful
arms control talks are slim. In this challenging context, the GSA
Framework is designed to operate at various stakeholder levels; our
recommendations flow from its benefits and potential uses.

Notwithstanding its core purpose of showing how risks can be
mitigated, the GSA Framework serves as a primer for discussion
within a plethora of forums: the NPT, the P5 Process, CEND, NATO,
and the SI. While it aims to reduce risks through a set of measures,
its true test lies in its acceptance at the political and operation
levels.

To foster this acceptance, the following recommendations could
help the suggested risk mitigation measures gain political traction.

Recommendations

1. Nuclear possessor states and technologically advanced
non-possessor states developing EDTs should consider
implementing the measures outlined in the GSA Framework.

The GSA Framework’s strength lies in its ability to be

swiftly and unilaterally implemented. Implementing its
recommendations could involve a domestic multistakeholder
dialogue that includes all parties involved in the development
of EDTs including military and political decision-makers,
military system operators, and specialised agencies. The focus
should be on defining roles and responsibilities, establishing
requirements and timelines for implementation, identifying
implementation challenges, and devising strategies to
overcome these challenges.

2. State Parties to the NPT are encouraged to adopt a statement
recognising the risks created by the aggregate effects of
EDTs on NC3 systems and nuclear weapons decision-making.
Additionally, they could convene a working group to study the
issue in depth, using the GSA Framework as a starting point
and key frame of reference.

State Parties to the NPT should adopt a joint statement
acknowledging the challenges posed by EDTs to nuclear
weapons-decision making and NC3 systems. This statement
would lay the groundwork to establish a working group to study
the issue in depth.

The working group should include representatives from both
nuclear-weapon and non-nuclear weapon states and be co-
chaired by one member from each group. Its mandate may be
twofold: first, to study how the combined effects of EDTs affect
nuclear weapons decision-making and present challenges

to the achievement of the Treaty’s objectives; second, to
recommend EDTs risk mitigation measures for both nuclear
and non-nuclear weapon states to advance the disarmament
and non-proliferation agendas. The GSA Framework offers

a foundational, though non-exhaustive, list of risks and risk
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mitigation measures that States Parties can consider an
expand upon. The working group may also consider involving
the private sector, as many of these technologies are being
developed by these actors, making their collaboration essential
for advancing discussion around EDTs.3" To ensure inclusivity
and a variety of perspectives, the working group may also
include representatives from civil society and academia.

The five nuclear-weapon states should incorporate the impact
of EDTs on nuclear decision-making processes and NC3
systems into their discussions on nuclear doctrines within

the P5 Process. This could include evaluating risk reduction
measures and the potential implementation of the GSA
Framework.

The P5 Process, consisting of meetings and conferences
among the five recognised nuclear-weapon states under the
NPT, focuses on their unique responsibilities under the treaty.
Among other topics, these discussions have been addressing
increased transparency around the P5’s nuclear doctrines to
contribute to long-term risk reduction. The P5 Process should
also consider the risks of adopting EDTs in the military domain
and potential responses to events involving these technologies.
The GSA Framework could serve as starting point for these
conversations, guiding the P5 Process through the risks posed
by EDTs to NC3 systems and nuclear weapons decision-
making, and potential risk mitigation measures.

The Sl should collaborate with policy and technical experts
to identify and prioritise GSA measures for implementation.
Additionally, it could determine which risks outlined in the
GSA Framework should be incorporated in fail-safe reviews
conducted by all nuclear-weapon states.

The Sl has already demonstrated interest in advancing
discussions on EDTs, calling for research, analysis, education,
and awareness regarding the effects of emerging technologies
on nuclear risks.?? It has also urged nuclear-weapon states to
take steps to limit the potential for new technologies to create
new nuclear risks and exacerbate existing ones.®?

To further these goals, the Sl could establish two working
groups. The first would focus on identifying and prioritising
GSA measures for implementation by both nuclear and non-
nuclear weapon states. The second group could study which
risks outlined in the GSA Framework should be incorporated
into fail-safe reviews conducted by nuclear-weapon states.
While the United States is currently undertaking such a review,
the Sl could also explore strategies to incentivise other nuclear-
weapon states to follow suit.

The CEND Subgroup 3 on ‘Interim measures to reduce the
risk associated with nuclear weapons’ should review the GSA
Framework to evaluate its implementation and feasibility

for both nuclear and non-nuclear-weapon states. The
subgroup should also assess how the aggregate effects of
EDTs influence perceptions of disarmament obligations and
responsibilities.
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The CEND Subgroup 3 focuses on identifying factors that
could contribute to the risk of nuclear weapons use, including
EDTs, and on assessing measures to address these risks.
The GSA Framework, with its emphasis on risk identification
and mitigation, could thus significantly enhance the work of
Subgroup 3. By incorporating a review of the GSA Framework
into its workplan, Subgroup 3 could address the risks posed by
the aggregate effects of EDTs on nuclear weapons decision-
making and NC3. Additionally, the subgroup could consider
assessing how the aggregate effects of EDTs influence
perceptions of disarmament responsibilities and obligations
among nuclear and non- nuclear-weapon states.

6. NATO should prioritise technological complexity in its
innovation activities and Implementation Strategy,** including
analysing the implications of EDTs for NC3 systems and
nuclear weapons decision-making. The GSA Framework would
serve as a useful roadmap for NATO’s Advisory Group on
Emerging and Disruptive Technologies to prioritise risks and
recommend guardrails for NATO members to adopt.

NATO has shown a deep interest in EDTs and has been
developing policies since 2019, producing various strategies,
roadmaps, and implementation plans.®® It has identified
specific technologies and considered their implications for
deterrence, defence, and capability development. Analysing
the aggregate effects of EDTs on NC3 systems and nuclear
weapons decision-making structures, as a separate priority
area, would complement these efforts and help converge two
strategic topics for NATO: EDTs and nuclear deterrence. The
NATO Secretary General's Advisory Group on EDTs could lead
this work, using the GSA Framework to prioritise risks and
recommend guardrails for national implementation.
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