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1. Introduction

In order to apply Al in
military practice, China
has long practiced what
it calls ‘military-civil
fusion'. It is therefore
important to focus on
the development plan
and policy documents
surrounding Al in both
the civilian and military
domains.

This paper seeks to collect, annotate, and provide a preliminary
analysis of the growing Chinese-language literature on Al-related
open-source platforms and databases, as well as of key official
documents and statements on the topic, in order to systematically
present Chinese perspectives on Al and its military applications,
including nuclear command and control (C2) and decision-making.

In the field of emerging and disruptive technologies (EDTs), China

is considered a serious competitor in artificial intelligence (Al).

Itis, in fact, becoming a world leader in commercial applications

of Al, such as facial recognition, speech technology, financial
technology (fintech), research publications and patents, and deep
learning. The development of Al in the civilian sphere, which can

be adapted for military purposes due to its dual-use nature, plays

a key role in advancing Al innovation in China. In order to apply Al

in military domain, China has long practiced what it calls ‘military-
civil fusion (£ @4, MCF)'. It is therefore important to focus on
the development plan and policy documents surrounding Al in

both the civilian and military domains. Chinese interests in military
applications of Al include C2, decision making, and autonomous
nuclear weapons systems. These developments reflect the Chinese
Government'’s recognition of the likely economic and security
impact of Al in the coming decades, as the strategic rivalry between
the great powers intensifies.

The paper begins with a brief overview of the existing Western
discussion of Al-enabled nuclear C2, decision-making, and their
benefits and risks. This sets the scene against which the collected
Chinese literature will be divided into several areas for analysis.’
Specifically, the paper will:

1. Provide a general overview of Chinese perspectives on Al and
its military applications in C2 and decision-making, as well as
the associated benefits and risks.

2. ldentify, annotate, and analyse Chinese publications that
focus specifically on Al’s integration into nuclear C2, decision-
making, and autonomous use.

3. Explore Chinese discussions on major developments and
trends in major nuclear powers’ Al research and military
application on both C2 and decision-making, with a particular
focus on nuclear weapon systems.

4. Review Chinese perspectives on its own role in mitigating the
risks involved in military applications of Al technology, including
interest in developing a common understanding of what
responsible, reliable and transparent Al-enabled C2 platform
means through consultation and arms control negotiations with
other P-5 members.

5. Summarise Chinese perspectives on the roles of other major
actors in mitigating risks from military applications of Al
technology.

6. Examine, where possible, the convergent and divergent
perspectives from the officials and expert community in China
on military application of Al technologies.
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2. A brief
overview of
the Western
debates

Al research and development, and in particular its military
applications including in nuclear-weapon systems, have drawn
growing attention from governments and policy analysts. The focus
has largely been on whether Al enhances strategic stability (and if
so, to what extent) or poses significant risks to the management of
nuclear weapons. Advances in Al are increasingly being integrated
into the military doctrines, force development, personnel and
training, and procurement in many major powers. From intelligence
gathering and assessment, Al-enabled systems designed to
facilitate decision-making, to automated - if not yet autonomous -
weapon, serious differences exist.

This is especially true where applications of Al in nuclear-weapon
systems are concerned: command and control (C2) systems,

and autonomous nuclear weapon systems.Some argue that Al
could enhance reliable communication in early warning, providing
more accurate and faster analysis of intelligence and data, and

Al application in decision-making in general can be beneficial

to strategic stability. On the other hand, Al poses risks and can
be destabilising, especially where autonomous nuclear-weapon
systems are concerned. At the same time, given the asymmetrical
nature of Al development, strategic stability can be undermined
should certain powers achieve significant advantages in
intelligence gathering. Meanwhile, data insufficiency, corruption,
and bias, and cyber manipulation and attack, can mislead and
seriously undermine decision-making, encourage pre-emptive
nuclear use, and arms races due to concerns over the loss of
reliable second-strike capabilities.?

The Chinese discussions, as presented below, are clearly aware
of these debates, as they both seek to grasp the implications of Al
applications and determine which paths China should take in the
ongoing race.
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3. Official
stance on
developing
military Al in
China

Despite the focus of this paper on Al’s integration in nuclear forces,
this chapter briefly presents the official doctrines and stance on
military Al in general, with a focus on MCF, military modernisation,
and arms control. While not comprehensive, the authors seek

to establish a starting point for understanding China'’s official
perspectives on military Al in nuclear forces.

2017 was a milestone year that accelerated Al development in
China. In March 2017, the term Al was included in the Government
Work Report for the first time by then Premier Li Kegiang at the
Fifth Session of the Twelfth National People’s Congress.® In July
the same year, the State Council released the New Generation
Artificial Intelligence Development Plan (¢Fr—R A TERELZE
K>, hereafter the ‘2017 Plan’), which made it clear that China
is determined to become a leading power in Al. The 2017 Plan
explicitly set out its strategic objectives*:

“..by 2030, China's Al theories, technologies, and applications
should achieve world-leading levels, making China the
world’s primary Al innovation center, achieving visible results
in intelligent economy and intelligent society applications,
and laying an important foundation for becoming a leading
innovation-style nation and an economic power..."

Again in October 2017, Al was explicitly mentioned in the opening
speech of the 19th Party Congress of the Chinese Communist Party
(CCP) made by Xi Jinping. His speech stressed the importance of
working “faster to build China into a manufacturer of quality and
develop advanced manufacturing, promote further integration of

Al with the real economy.”® It is clear that China is determined to
become a global leader in Al development, and that a wide range

of initiatives have been launched for this purpose with the political
support of the Chinese leadership.

Military-Civil Fusion and Al

Al development in China began long before the articulated

national strategy stated in the 2017 Plan.® For instance, released

in May 2015, the well-known ‘Made in China 2025’ policy (F & %
#%2025) included “intelligent manufacturing as the main priority,
and meeting the demands of economic and social development
and national defence as the goal.”” This initiative also stressed

the importance of MCF as a key source for the People’s Liberation
Army (PLA) to enhance its military capability with the application of
Al

In January 2017, the Military-Civil Fusion Development Committee
was established, chaired by Xi Jinping.® This reflected a continued
effort from China in deepening the integration between civil and
military technologies and increasing synergies between economic
development and military modernisation. The 2017 Plan highlighted
command and decision-making, military deduction and defence
equipment as the focus when developing next generation of Al
technology in national defence through MCF.?

Moreover, the “14th five-year plan for national economic and social
development and long-range objectives for 2035, released in March
2021 set up a “2027 centennial military building goal [20275CE]
EFEFFEEIBER" with an emphasis on the importance of MCF

in maritime, aerospace, cyberspace, biotech, new energy, Al and
guantum technology. The direct quote is as below:
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“Deepen military-civilian science and technology collaboration
and innovation, strengthen military-civilian overall development
planning for maritime, aerospace, cyberspace, biotech, new
energy, Al, quantum technology, and other fields, promote
resource sharing between military and civilian science and
technology facilities, and promote the two-way transformation
and application of military and civilian scientific research
results and the development of key industries. [F{t ER &} 1h
B IR MN3REF B R~ MERZE[E ~ £V et R A LS B F
MEFOEERAFELR  HFEHRIEERRERLE R EH
R R WA AME R &R -]

Military modernisation and Al

China’s military modernisation started long before Xi became
China’s top leader in late 2012. As described in China’s ‘2010
Defence White Paper’, the goal of the PLA is to “accomplish
mechanisation and attaining major progress in informationisation
by 2020". In his speech at the 19th Party Congress of CCP in
October 2017, Xi reiterated this goal but also stressed that the goal
is to “speed up development of intelligent military, and improve
combat capabilities for joint operations based on the network
information system and the ability to fight under multi-dimensional
conditions”.”? While the Chinese term “intelligentised (A

1k)” already appeared in China’s 2015 Defence White paper, the
English translation referred to “'smart”.'® The term “intelligentised
warfare (B 8E1L 5" appeared in the 2019 Defence White paper.’
Intelligentisation and the importance of integrating technologies
like Al is identified as a key pillar of military modernisation in
China. According to Ministry of National Defence spokesperson
Ren Guogiang, one of the key benchmarks for achieving the

2027 centennial military building goal is to “accelerate the
integrated development of mechanisation, informatisation and
intelligentisation, and seize the opportunity of world military reform

[RMMEE L EREME LR e tREFTT RN T

Indeed, like other major powers, such as the United States and
Russia, China is determined to become a global leader in Al
development and to apply Al in the military domain for winning the
future intelligentised warfare. As Lieutenant General Liu Guozhi,
director of the Central Military Commission (CMC)'s Science

and Technology Commission, pointed out, “Al will accelerate the
process of military transformation, causing fundamental changes
to military units. This will include programming, operational styles,
equipment systems, and power generation of combat models

etc., ultimately leading to a profound military revolution.”® Liu also
stressed the need for accelerating “military intelligentisation (55
8e1k)” and for seizing the opportunity to “change paradigms (&3

BE)".

“From the perspective of international political games, the
most important value of Al lies in the potential changes in the
distribution of strategic capabilities among countries. In fact,
in the past few decades, all countries have been committed to
improving the autonomy and intelligence of weapon systems,
so as to overcome the limitations of human information
processing capacity, improve decision-making speed and
strike accuracy. Related technologies have been widely used
in various air defence and anti-missile early warning, precision
guidance and other systems. With the continuous development
of big data and machine deep learning, the intelligence level
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Considering the
accelerating pace of
China’s integration of Al
into military systems,

it is unlikely that

China will propose any
regulation to restrict the
development of military
Al.

of technology has taken a fundamental leap, and the ability of
weapon systems to complete complex tasks independently
has been significantly enhanced. The military application of Al
seems to have entered the fast lane. [MEFFECETEZERE AL
BREEENNMEETYEREEIEEE NS RIEENRTE - FX
B a&ESENTFREEENR N TRERBRARETENMNEREL
BE AR AR BERE NN BRI RIVAREE RS
FTERE - HAXRABEESELBERSTE - FHHSERAH
REZNA - FBEEAFIEMZREZINTIH LR FoRNE
BEILKFHEI TRAM KR RBRRAM I TN ERXESNRENT
FREIEE ATERNEFCEANTFEREAREE ]

Arms control and Al

China has released two key position papers in relation to Al and

its associated risks in the past two years: the 2021 Position

Paper on Regulating Military Applications of Artificial Intelligence
(hereafter the ‘2021 Position Paper’) and the 2022 Position Paper
on Strengthening Ethical Governance of Artificial Intelligence
(hereafter the ‘2022 Position Paper’).’® The key takeaways of these
two papers are described below:

1.

China emphasises what it considers a responsible way of
developing and applying Al in the military domain. Considering
the accelerating pace of China’s integration of Al into military
systems, it is unlikely that China will propose any regulation to
restrict the development of military Al. The lack of a definition
on the ‘responsible way’ to develop this tech also leaves room
for interpretation.

China’s 2021 Position Paper does outline opposition to Al being
used to undermine its sovereignty and territorial security. This
may be seen as a red line in China'’s stance on the use of Al.

Both papers emphasise the importance of human intervention
in weapon systems — Al should always be under the control

of humans. This position also aligns with China’s position on
lethal autonomous weapon systems (LAWS). China’s July 2022
Working Paper on LAWS states that “acceptable Autonomous
Weapons Systems could have a high degree of autonomy, but
are always under human control.”"®

While there are no detailed measures in its 2021 Position Paper,
China follows other countries, including the United States, by
calling for an accountability mechanism. In the 2022 Position
Paper, a few approaches to self-regulation are suggested,
although still on a general level. This includes formulation of
guidelines on Al ethics. In fact, many technology companies in
China have been part of the domestic rule-making process by
providing their insights based on their own experience.?®

On international cooperation, the 2021 Position Paper mentions
terms such as “ideological lines”, “overstretching the notion

of national security” and “man-made barriers”.?' The 2022
Position Paper expresses opposition to the “building of
exclusive groups and malicious obstruction of other countries’
technological development”. This seems to imply a growing
concern over technological and strategic decoupling, which
makes China stress the importance of continued exchanges in

the field of science and technology.

Chinese thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making 7



4. Chinese
perspective
on Al’s
application
in C2 and
decision-
making
system

This chapter focuses on demonstrating the views from the Chinese
expert community, including PLA associated institutes, on Al's
application in C2 and decision-making in the general military field
and, when applicable, in nuclear weapon systems. It also presents
the associated risk, benefits, and challenges of Al application in
military use. For each proposition below, one or more quotes are
given for illustration.

Application

The application of Al C2 and decision-making systems is already
being discussed when it comes to military fire command and
control, air defence systems, missile weapons, etc.

“In the past few decades of our country’s development, military
fire C2 system has always attached great attention to Al... An
intelligentised military fire C2 system is required to realise the
intelligence and automation of combat aircraft, improve the

hit rate and combat effectiveness, and adapt to any changes

in the battlefield at any time, in an all-round, multi-angle form
and various distances, while capable to defend against such as
electronic interference. [ERE % BRI ETHEH  EF L HiE
EEEFREP—BERSENALERRARANNA - SEEESE
KAtEE SRR FENRAZTEREIEE NS L FB D)
b DIREmHRMES B NERN FEREFHNBEREL XL
EHZAENEAMEMEBAE S AR HEERFTINEE
RS 21722

“The main purpose of applying Al in military fire C2 system is to
realise the intelligence and automation of combat aircraft, so
as to improve the combat effectiveness and hit rate of combat
aircraft. [EESE X NIEBERIEFRATERAALERMNIZEMN
MESRIIES K Eaeb X Bk RS TERS A 1ER R0 AE
Raprpg o] 2

“In air and space defence, situational awareness has always
been the basis and core of operations. It is also an important
prerequisite for subsequent intelligent decision-making or
autonomous control, and it is a key link leading to intelligent
warfare in the true sense... Space-based anti-missile weapons
must have certain intelligent and autonomous control
capabilities, and be able to autonomously control and adjust
with the support of intelligence based on the battlefield
situation, or form a communication link with other space-
based assets and form a network on their own to shape certain
combat conditions. [fEZ K IFF » B I —EH 2 ER B
Mzl CREEERARIBTIEFINEENR BBOAEER
X EM SRR FNRBIT - RERSEBUNAE—ENE
RERTIEFIRE S R B AR SR BIRNIF TE T EHEENE
HORAS G REMRER B EEEHBTAN R —EH
PEER SR 21"

“For missile weapons, intelligentised precision guidance is the
core of intelligent missile weapons. The application of Al in the
field of traditional missile guidance is considered an excellent
direction for optimising missile capability... Applying the latest
and most advanced Al in missiles, such as missile-borne radar,
can further improve the target recognition and anti-interference
performance, and provide effective solutions for independent
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When it relates to
nuclear weapons
systems, in particular,
the Chinese literature
shows a wide range
of research on the
potentials of an Al-
enabled nuclear C2
system.

decision-making and intelligent coordination of missile
weapons. [{SHR RN S FFATH SERILE SRR F TR
Bl A TR ARG H SO A RZIMACZER AR
@EHE - FATERRARGIHRNATEHELAEHSEE
- S RASHEBNEFFRZTIME HFASHERBET
RE S BREDEFREBIRRTR ]

When it relates to nuclear weapons systems, in particular, the
Chinese literature shows a wide range of research on the potentials
of an Al-enabled nuclear C2 system, from support to decision-
making, improvement of early warning system and targeting,

to the enhancement of autonomous strike capability of nuclear
weapons. This seems in line with the priorities outlined in China’s
2015 Defence White Paper, where the importance about improving
strategic early warning, command and control, missile penetration
and rapid response of its nuclear forces is stressed.?®

“Preliminary analysis and judgment show that the integration
of Al and nuclear weapons basically includes the following
three methods. 1) Use Al to improve the capabilities in nuclear
intelligence analysis and auxiliary decision-making. Al can
conduct cross-analysis of intelligence data to identify nuclear
attacks faster and more accurately and predict where the
enemy may deploy nuclear weapons. 2) Use Al technology to
improve nuclear command and control systems. 3) Develop
[nuclear missile] launcher with a higher degree of autonomy and
enhance the autonomous strike capability of nuclear weapons
through Al technology. [¥1:5 2 A I3 AA - A TEBE SZ R 288
HEBERLBFEUTI AR 1) FAALEREARSZIER
ST FEEBIRRRE ). A TEREAT A B IR EBIBHITI T B
R A RHIR AR TUONE T AR B R R AL E - 2) F
A TERERARBH I RS - 3) RIEATLEREA FRBE
tREEERNASEE WRZRNBFFIERI-]"Y

Following James Johnson'’s 2019 article in Journal of Cyber Policy,?®
two PLA analysts observe the following:

“As far as the application of Al in the nuclear field is concerned,
it mainly includes: improving the quality of the NC3 architecture;
strengthening the target acquisition, tracking, guidance and
identification capabilities of missile and air defence systems;
optimising the delivery system of nuclear missiles, helping the
nuclear delivery system to operate more autonomously and
accurately, and having stronger anti-jamming and anti-spoofing
capabilities. [H A TEEAZSURMT AR TEEE  WZR
BRRUHEIE ~ )~ BIS TSR (C31) ZRMMIRE S ; MRS
B ZE R G R BARHIIR S IRER  FISUARIRBIRE N ; MBIE L btz
SHNZHARS HPRIZHRREE T  EFHRMIZET FEA
BEBRAMFTFAGTTEIREE 1 2|2

“At present, major nuclear armed states have not yet explicitly
promoted Al applications in nuclear warfare systems. However,
from a technical point of view, Al technologies such as machine
learning and autonomous systems, which are currently
booming, may be applied to various aspects of the nuclear
combat system in the future, ranging from early warning and
command and control systems to nuclear weapon delivery and
missile defence systems etc. [B 8] ' T EHIZE R & RIEZIERL
REFHEDNPAPNATERENA - BER  MEARABEST HaTE
HRENBFZIMNEERAFATERRARKETRER N A
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The discussion revolves
around the integration
of autonomous weapons
systems with offensive
cyber capabilities aimed
at securing a first-strike
advantage by targeting
an adversary'’s nuclear
warheads, their delivery
mechanisms, command
and control systems,

as well as critical
infrastructures.

TR BRNENTE B E MR RATREMEEEH R A
BB IRET TGP ERRE o]"°

“Al has important implications for early warning and
intelligence, surveillance, and reconnaissance (ISR), and its
main potential applications involve two aspects: (1) unmanned
autonomous ISR system; and (2) analysis and process massive
intelligence data. The possible application of Al in command
and control includes two aspects: (1) Auxiliary operational
decision-making. Al may provide better situational analysis

and assistance to military commands to predict developments
related to nuclear weapons, including the possible nuclear
force production, commissioning, deployment and use

of nuclear weapons from opponents. Cross-analysis of
intelligence data using machine learning algorithms could

help the military identify nuclear attacks that are or may be

in progress more quickly and reliably. (2) Strengthening the
reliability of the C2 structure. On the one hand, Al can be used
to enhance the protection of nuclear C2 architecture against
cyber-attacks and jamming attacks, and realise autonomous
self-healing networks in physical or cyberspace, thereby
improving the reliability of nuclear combat systems. On the
other hand, autonomous systems can enhance the resilience of
communication architectures. [A TR RHARE S ER 4
MMMBREFEER X HFEBAENASEAINEE (1) TAB
FTBRENRS - (2) BEBRBUBENSATAE - EfeEEH AN
FAALEERANGEEERATE - (1) HETEEIRE -ALE
REATREIR R BV E T A LE ARt E P Bh E R 1518
MIIMNSZRBEERNLRIS BENFARNZOBES
VEIR ~ BRBAEF o SE AN ER F I A BIREIRHITIZ X
ATRE BB TEHEIR B SR Bl [ s A g IEFE#H 4T R AU AR I
o7 o (2) MsRFE IR HIZRMMAIEM - —FHE  ALEREFATig8E
IR SR HI R M MR E TR BERBEP FE13R 5 M2
ESLIEEBRME  MTRF SR ERTEML - 5—FE B
ARG FIGR B SRR E M o "

Moreover, there is also a focus on the linkages between Al and
cyberspace and the impacts of these technologies on nuclear
weapon systems and broader strategic stability. The discussion
revolves around the integration of autonomous weapons systems
with offensive cyber capabilities aimed at securing a first-strike
advantage by targeting an adversary’s nuclear warheads, their
delivery mechanisms, command and control systems, as well as
critical infrastructures.

“Future Nuclear command and control system will present the
combination of ‘Al-Cyber-Nuclear’. The combined ‘new trinity’
character, to the inter-state strategic stability has multiple
complex effects: On the one hand, autonomous weapon
systems can help strengthen nuclear command and control
systems respond to cyberattacks and cyber interference
protection from interference and resilience to attacks force.
On the other hand, autonomous weapon systems combined
with cyber offensive weapons can be used to attack enemies’
nuclear warheads and their means of delivery, command
control system or infrastructure, etc. Autonomous software can
hide loopholes and weaknesses during cyber attacks, and at
the same time search for, and research, loopholes in opponent
systems. Avoiding the opponent’s retaliation when carrying out
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China recognises the
important role Al will
play in its military
modernisation,
especially as the PLA
aims to fight and win
intelligentised warfare.

active attacks has won a huge first-round attack advantage for
countries with more advanced technologies, and it has also
weakened the strategic stability among countries. [7k K% 5%
BRERAREN ALERE—WNE—Z" HEEM = — %"
FHE MEREHBREERZTEMNERZE: —HH B R
RABENTINRAZIEIEIEH R G R P 28 T 1M 28 T4 A 7
N URESHHENER A 5—HTH BXIRBRRREEW
HEHWRES AT ARNEBNEROZGELREIZH TR 5E
ERIRFRERMIRIESE - B T R BN Z ISR YRR 555
R BN S RSN F R ANRKIRE © 7£55 5 E 5 B 8 5 Xt
FHFTERE ARARRAEHNERRE TIRANERIEIS
WHLHISE T E R E AR FRE <"

“Empowered by Al, some non-nuclear combat capabilities

pose new threats to the nuclear combat system. In terms of
conventional precision strike weapons, data collection and
analysis based on Al systems can enable precision strike
weapons to have higher mobility and precision, and strengthen
the ability to destroy key command, control and communication
nodes of the nuclear combat system. For missile defence,
target recognition technology embedded with deep learning
methods can detect, track, prioritise and select incoming
missiles faster and more accurately. In terms of unmanned
systems, Al-enabled unmanned systems can launch pre-
emptive attacks on enemy hidden nuclear weapon platforms
and auxiliary facilities while discovering them. In terms of cyber
weapons, autonomous weapon systems combined with cyber
offensive weapons can be used to attack nuclear warheads
and their delivery vehicles, command and control systems, or
infrastructure of hostile forces. [fE A TEAEHIMRAET » —LLIERZ
R e BE XSRS R R ML T R ELRD - ERAERITE R
B A TALSRRANBEUESHTAFERERI I ETRERESE
SN MEFAEE IR X B R R K BIEE 2 H 5B ED
REVHEREE N - SEPHHEHE  SRAREE I TEMBIRA AR
AR AT Sk 2 SR ITERON ~ BRER ~ I e R FniksE
Bir- EARGTH B TALERNETARRELINH T RREZ
Heg MBI AR AT E1& 5 & H AL - MER
#BOH BERBRAESMEHBKES  ATHTFREHXNE M
AR AEEH TR EERFRAIEEMIRESE ]

“From a technical point of view, it is achievable to develop
launchers with a higher degree of autonomy to enhance

the autonomous strike capability of nuclear weapons.

The obstacles are mainly the reliability of the system, the
constraints of legal and moral public opinion, and the trust from
the military. [FZEE L EEESHNRFRE  ERZENEET
THREN - MERARAE EREZAILSEEN  HERSEER RAMA
SN EEEERERAR UREFNEEED "

Benefits and opportunities

Al-enabled C2 and decision-making systems will be the key

to gaining advantage in future warfare. China recognises the
important role Al will play in its military modernisation, especially
as the PLA aims to fight and win intelligentised warfare. The
application of Al will benefit the PLA by:

a. Increasing efficiency in data processing and perhaps even
accuracy,

Chinese thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making 11



b. Providing better situational awareness (5% /& 4M) and judgement
on the battlefield,

c. Shortening decision-making time for faster reaction times,

d. Providing military rehearsal (£ #&) including war-game
simulation.

‘The development of an intelligent command system with
autonomous functions is the top priority of future system
building... 1) The unified and standard structured representation
of data through machine intelligence technology can
objectively, accurately, and dynamically reflect the threats

from the battlefield, target situations, and actions effects...2)
Help commanders break through the fixed logical thinking that
only relies on limited experience, and improve the efficiency

and accuracy of decision-making...3) Solve the problem of
obtaining information and knowledge from a small number or
even a single event, finding information from seemingly random
behaviours, and predicting the future behaviour process,
managing, and controlling the uncertainty of war. [F% EEBE
RN EREIERRARRARRRRZIRMEPZE.T) B E6E
RARMNEIRHAITR—  POENERLRR BB R FI7SH
REREZERD ~ BARSBMITHRR...2) HEITEIE 5 SR N UK
BREREEZHEILE  RSRRNSEFUERME..3) BIRM
DEHEZBE—NEAPRIZEMEIR MNEDREAHT A EH
FHREZDTRME TONAENIT IR EBRAETIRF IS
EM ]

“Al can improve strategic decision-making capability. In terms
of military command, an intelligentised command system with
functions such as deduction, analysis, prediction and decision-
making can provide more comprehensive information of the
battlefield, simulate the deployment and combat capabilities
of both sides, deduce a relatively accurate battlefield situation,
and quantify all possible outcomes. [ A T&8E AT AR S HL BS R 5K
B EESRBELH AEHEE 7 FUNRURRE TN E
RELIEER G TURBEENZENSBER BN G HEHEN
TEERBE ) R ANHERMNEI ST LR &L At
= S

“Distributed multi-domain C2 will become the main form of
future war command information systems...Under current Al
development, key technologies such as target recognition,
battlefield situation, information intelligence processing, task
planning, and auxiliary decision-making will be promoted. [%73
HEZHC2LFMNARREFIRIFEERANEEZR K- SRTAIK T
TRE/KEHRBRAG  KIHSE - BRAE  ES N SHEBIR
RERBEARIL 'Y

“By constructing a variety of war scenarios under strong
confrontation conditions, using Al's autonomous learning
ability to deeply analyse the impact of various battlefield
environments on combat effects, and strengthen the ability

to identify confrontation and multi-target joint tracking and
processing capabilities. Especially in complex electromagnetic
environments, understanding how to accurately recognise the
characteristics of the targets at different distances, attitudes,
and backgrounds is the core of interception and striking. [
MR HIR G TR R FIAA TS RNEEF 4
RES TR TP A IR XS R R AR - iNsRIR BIXSH16E /10
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Risks and trust in Al

The associated risks from Al application in C2 and decision-making
system mainly include:

a. Unpredictable and unexplainable errors due to the nature of Al
algorithms;

b. Risk of strategic miscalculation due to compressed decision-
making time within the fog of war;

c. Risk of unintended escalation due to the dependence on Al data
analysis that could be compromised;

d. General lack of agreed-upon norms;

e. The security risks caused by technology abuse and proliferation,
especially by non-state actors.

“Al technology itself lacks certainty and explainability...
National security, especially nuclear security, operates on the
basis of reliability and trust. The unpredictable uncertainty

of Al will increase the probability of accidents and mistakes.
The explainability of Al has not been well solved so far. For

a system, what is important is not only reliability, but also
explanations that can be trusted by others. If an Al system
issues a particular instruction without being able to explain why
it made that choice, humans are unlikely to believe it. [ A TZ 8¢
RARKGEBETHEN  HFRZAIFBEN -BRE2 THERE
ERE R ER EAEERNEM L A TE X TR TN A
TAEMN > KIBNEHAKIRA AT REN - A TEEM SR EIE
A AR BRERFHER  WF—PREM S EEZNANUNZ
A5 BN AR EBREMAGENTEREME - WR—DPAL
BREARRL T TR REES BREHPATASME XTI
B BAAERKAREMEE <17

“Many countries have partially realised nuclear early warning,
C2, and missile targeting automation, but intelligent early
warning also means that it is difficult to effectively intervene
and prevent false alarms, which will greatly increase the

risk of false alarms and misjudgements. ... The collection

and processing of Al-enabled nuclear strategic intelligence

is already the only way for major nuclear-armed countries

to innovate in their nuclear strategic intelligence work and
shape their nuclear advantages. But it has the risk of eroding
the stability of nuclear deterrence by changing the tactical
offensive and defensive balance. [ ZERE £ &89 LI T 1%
Z feEMERURSHEERD L BERMELEN EREHE
RERRESE BT AL L TR KIRBFEZEFIR AKX
B oo ALEEEMAERKRBEREEESLEEEETEMZES
ALK IS B TIECIHT  BERM B VA - BERFERIK
TR R IR ISR E ERIXUE - ]™0

“If the data signals which Al relies on are altered or attacked, it
may cause the risk of conflict and misjudgement. In addition,
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in the event of a crisis, the use or provision of Al ISR may also
compress decision-making time and increase tension and the
potential for unintended escalation. This will negatively impact
strategic stability. This risk of conflict and misjudgement
comes from three aspects: first, the intention of Al to perform
tasks may be misinterpreted. Second, the increased likelihood
of accidents and malicious human intervention in Al-enabled
military system such as autonomous weapons could generate
false signals that could lead to risk miscalculation and poor
decision-making. Third, new technologies such as intelligent
algorithms and political robots may be used for ‘calculated
political propaganda’ with false information, or even ‘hostile
manipulation of society’, which may give wrong decision-
making signals and trigger the risk of conflict. [ A TERER AT
KRB EIRESURBANELIBE TR L ARIRFINE
MEEXERIINERT  EAZIRMA TEREER  EHMME
W ATRE R 4R R SR (8] - $E N K BB AR SR BNTHR A AT e FF
MIAE IR IR E - TR SER AR FEBE=1FE: $— AL
BRHITESHRERRERKIRIE - £ BNEHNAEETM
B HEEFATERENANATRE G MM ATREF=4SEIR1ES
5|&KEIRFIRTHIRARE - £ = BREEEMBUAYI 28 AR R
AR ATRERERN HEBURER”  EEZEAT ‘“WHEMEE
B MM ATBELA IR A RIESIES S| HE NG o™

“Al can speed up decision-making processes. However, due

to Al-enabled rapid responses, it can also fail to adapt to

the complexity of warfare and can lead to potential risks of
decision-making mistakes. Al may not be able to distinguish

as accurately and precisely as humans between civilians and
combatants, as well as threats and system anomalies. [A L%
BER AR REE  EXENBERAATEEAEERSEA
RESERRRENRERATEZENKFNERME BEATLER
LTRKRHEIR ALTERARARITEMXDERARSIEEA
RUARBMHRRZE  RETEEANLIEKA R IFEHNE
ﬁﬁ o]"42

“The nuclear C2 systems of nuclear powers increasingly rely
on expert systems and deep learning algorithms to enhance
situational awareness and cybersecurity. However, malicious
actors can also use new technologies to deceive or disrupt C2
systems, posing a dilemma for decision makers. Adversaries
will also try to hide or alter the design of their mobile missile
launchers to deceive the ISR capabilities of intelligent

systems. In particular, it should be noted that opponents or
third parties will try to ‘contaminate’ the training data of Al to
induce misclassification by the intelligent intelligence system,
and errors will occur in the recognition process, and the early
warning results of the intelligent intelligence system are often
difficult to verify and apply in the real world. [#& X E f9#% 512 Fn
H R FAHRBR BT RRANREZ I F LRGBS HE I
M L& L2 o S8 » SRR AT AE A LUE AR R SRER SRS A A+
BEREE RS FREEBAREREM - W F B BB 18
Boh S & SRR T HIZ T UM IRE sEEIRFEERMISRAE
REFEIEND  NFHE=HSRE 531" A TEEMNIIZEE
7 LESERBERRAH RS L BRI EREINHER mE
REBEMARNMEERTEREEINSEHERPFBRRIE ]

“When an autonomous weapon is endowed with the ability to
independently track, lock, and attack a target, it is no longer
a simple weapon, but a fusion of a combatant and a weapon
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There seems a general
consensus...that when it
comes to command and
control at the strategic
level, the role of Al
should remain at an
auxiliary level, and even
if Al evolves rapidly

in the future, humans
should be the ones
holding the authority to
make the final decision.

with a fairly high degree of autonomous judgment. How to
make autonomous weapons, which lack the ability to judge
human ethical values effectively, abide by the principles of
distinction, proportionality, and precautions in combat is the
cause of greatest concern for the international community. In
other words, when a weapon that lacks human moral sense

and legal personality is endowed with full autonomy, who will
bear the responsibility once it causes a violation of international
humanitarian law? [ B X4 XS HEWF 7 I 5K SiEH £
RN EXNBRAMNELE MeAS T HISREEN
BEAMTRE NN E SR B E K - NAEEHRZ AR MN
BRI RE DAY B E 14 R 2 A IEER I ISR ST R 43 R U ~ FE A5 R 0
MIFERN - RS RAEMNRERRERE - b2l SRz
AFEBREXANASERASNHERE Y T E2NEEME —
BERTERERAEENER FHIERABITER 2]

“Autonomous weapon systems may profoundly change the
cost-benefit of war, greatly reduce the threshold of war, trigger
an arms race among countries, impact traditional strategic
stability, and provide various non-state actors with more
convenient, but also more dangerous, tools. [+ R 28R Z [ ¢
AL R AR S AR ESE S SIAERENES
TR NESMKERENT R PE  FARLEERIT RS
BAHEREBHEMERANIE ]

There is a lot of discussion on exploring the extent of human-
machine interaction in military domain. In China’s 2021 Position
Paper, it mentioned that “Relevant weapon systems must be
under human control, and efforts must be made to ensure human
suspension at any time”.*¢ However, this does not explicitly refer to
the application of Al to nuclear weapon systems, and on whether
this means an agreement to keep ‘humans in the loop’ for nuclear
C2 system. However, there seems a general consensus based on
the writings from policy experts, academics and some PLA officers
at the unofficial level, indicating that when it comes to command
and control at the strategic level, the role of Al should remain

at an auxiliary level, and even if Al evolves rapidly in the future,
humans should be the ones holding the authority to make the final
decision.*

Impacts on strategic stability

Chinese discussion is divided on whether the application of Al
could lead to stabilising or destabilising trends. On one hand, the
application of Al could provide better situational awareness and
therefore reduce the risk of being caught off guard. On the other
hand, those with better Al-enabled nuclear C2 system, could gain
asymmetrical advantages, raising doubt about the credibility

of the second-strike capabilities of those nuclear states’ with
less advanced Al applications. This in turn could increase their
temptation toward first strikes, undermining strategic stability.

“The most unstable impact of Al on nuclear deterrence will be
the use of machine learning, which may change the survivability
of safe and reliable nuclear deterrent forces from the past,

and weaken nuclear-armed countries’ confidence in their

ability to survive the second strike. Regardless of whether

it is a nuclear-armed country or a non-nuclear country, the
possession of advanced Al technology means that the ability
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to disarm a country’s nuclear deterrent force through the

use of conventional weapons will be greatly improved, the
effectiveness of the first strike capability will be enhanced, and
the opponent’s second attack will be reduced. As such, the
ability of Al technologies to locate and strike an adversary’s
strategic assets could undermine the fundamental principles
of strategic nuclear deterrence, expose the survivability of its
strategic nuclear forces to danger, and shift the motivation for
nuclear deterrence from accepting each other’s vulnerabilities
in order to take advantage of the opponent’s weakness, a
situation of ‘unilateral guaranteed destruction’ is formed. Even
if there is no intention of pre-emptive strikes, possessing pre-
emptive strike capabilities will become the goal pursued by
some countries. Although this will only increase the bargaining
chips, it will also have a negative impact on strategic stability. [
ATLERENZEIERARENZN  FEA—RIINBEINE
DEZEENERETENEFL BISSHERE RN ZRFTEHEE
NEENGELC  TERERERESTZER  HHLH A TSR
A BEBRIEAEARERE - MERZEIE HEE IR
RIFH R ERITEHREE DB HREEXNFME ZIRITEHRE
J1o IERI > A TE e AR E R FFT I B 25 F= (0 B8 J1AT BE
SWIMEEZEIENERRN FHEBZDENEFENRE
FrRkZF  FHIFZEESIN M EZ R ISR BT AT AN 55
RO ‘R EARER FE - BERELELFHARTHNEE
WEELFARNESHA—EERIZEERMNEIR BRIXFN
USRI Z B RN B RS » BT IR E =4 R
ul"lﬂ o]"48

“Improvements in Al-enabled ISR systems would threaten

the survivability of a second-strike force, given the ability of
technologically-advanced nations to detect, identify, track, and
destroy adversary mobile and concealed launch platforms. If a
country acquires such an efficient countermeasure capability,
it would not only hope to limit the damage in the event of a
spiralling nuclear crisis, but also eliminate the opponent’s
nuclear strike force in a ‘one-hit’ manner. This potential
capability will destroy the nuclear power of the opponent. The
combination of Al and offensive and defensive cyber tactics
has given new space for the development of intelligence
activities, but it also directly increases the cyber risk escalating
into nuclear crises. In addition, the increasingly autonomous
intelligence decision-making mechanism will also bring the
possibility of backlash to the nuclear early warning system. The
application of Al technology in the above-mentioned means of
intelligence, and its future potential development will undermine
the strategic stability among major powers. [ A T&&EIX5NAIISR
REMBUEE BN E ORI TE D EMNERF-E S AR #HE
ERBRENLZI IRA ~ BRERFIHER N FHNB LSS
— P ERMRRE T NEESHNRGIGE S MUEREEXEIIER
X EFRERTREIRE Al Ll “—HEIR” #H RS FHZ
FIENE  XMEERE IR ZE IR B - T A TERERA
EMEHRBFERMNESW T TEREMNARZE EX0E
BT MEOR SR T R AZBHRE « 15 B B F IR
IREN B = AT E A TR REA AT BEE - A TERERARE L
HIERTF R AR A R ELAR SRV & R 7 W 2 RIAKE B R s A2
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There are divergent views on the implication of military Al,
especially on the extent to which Al application affects nuclear
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deterrence and strategic stability. Some experts have expressed
pessimistic views and stressed risks of potential arms race due to
the Al application.

“The continuous development of science and technology is
eroding the foundation of strategic deterrence and shaking

the strategic stability and expectations among major powers.
A nuclear-armed state must deploy a powerful second-strike
capability to ensure that opponents dare not take the risk of
being destroyed by launching a first strike. Therefore, ensuring
the credibility of retaliation has become an important basis for
major powers’ nuclear strategic game. However, Al does not
need to completely destroy the basis of the strategic game of
great powers, it is enough to weaken the credibility of nuclear
strikes and retaliation... Facing nuclear deterrence, decision
makers have to make decisions within an extremely limited
time, so they have to bear greater pressure to deliver the first
strike. Alternatively, states develop more dangerous weapons
to balance deterrence deficits. The resulting arms race forces
countries to deploy unsafe Al systems and further increases
strategic instability. [RIZ T & R EERAA K EIZAERM
HIERE BRI E L ETH - RER L ARTBBBRANE
KFTEBES) RN FAHE & B RHERNN KM A E K
I - Bt WBRBEIEER I T AEZKREFNEZE R -
A2 ALERRAHAIFZTET2WIARE KR EENEM RF
HISSZFTERE AT EEREE T AXNREIR  REETERER
HARMN EAMERE AMERZ EANLE R TENE
HemE BERAREMERNRERFERIFRE - ALSILH
EEEREFERTBTIRENALERAS  Hit— S MR
TIRTE "0

“With regards to the nuclear war, the leading nations of the
technique tend to utilise or threaten to use strategic nuclear
weapons to gain overall advantages, while the prospect of
failure in intelligentised warfare would stimulate nations to

use tactical nuclear weapons to seek local initiative. Then, it

will strengthen the nuclear weapon races among nations, and
nuclear crisis control will be confronted with greater risks. New
risks and unpredictable factors will be also created in the daily
management of nuclear weapons. Intelligent autonomous
weapons are the new driving force of international power
struggles. The security dilemma of the international community
will intensify and a new round of intelligent arms race will be
inevitable. [fEfZik 4T BRESUEMERSEMEREARER
e AR X R SR RS ALY MASRKFHEAYNARNS
FIHERFASAZRBE KBTI, ERBRICERZBNZE
BER ZENERLHEREAXK ; EASARRBAEERET
RN ETHERR - B RBRERFHNXEERASKIE
PR 3L E sl 1 - Bt ML 2 RERMNE - Fr—HR 56
EERRARTEE]

Meanwhile, some experts have expressed reservations on the
strategic implication of Al application in the nuclear realm,
especially in the short term. They contend that the use of Al in
the military arena tends to have greater impact on conventional
weaponry, warranting greater attention than its impact on nuclear
arms.

“At present, and in the foreseeable future, the strategic impact
of Al still mainly remains in the field of conventional warfare
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In the short term,

the role of Al in
conventional military
deterrence and stability
is considered greater
than its role in nuclear
deterrence and nuclear
strategic stability.

and has little impact on the effectiveness of nuclear deterrence
and strategic stability. As an ‘enabler’, Al transforms the warfare
into information-based warfare based on intelligent units, but it
cannot fundamentally change the survivability and penetration
capabilities of the nuclear weapons of major powers such as
the United States, Russia, and China. Therefore, there is no
fundamental impact on strategic stability in the nuclear realm. [
HRIARAT LR SR A TERERRMR IR R T EFET
BRSO N ZEIEE IR E MmN - A TERE
RARVER “MAess” > HIREESEAETERETHNERKS
BT, BEHIERANZEE - BEPMMPESEAEZRBNES
RE HANZERTRE T > R M X R UV ER IR AR B R B IRAME R0 ©]752

“First of all, in theory, Al technology can of course improve the
intelligence, surveillance, and reconnaissance capabilities of
major countries against the nuclear weapons of other major
countries, but in reality it is not so simple. ... Second, even if Al
systems enhance the ISR capabilities of major powers, they
will not fundamentally change the survivability of major power
nuclear weapons...Again, Al has little impact on the penetration
capabilities of nuclear weapons...Since Al technology cannot
have a key impact on the survivability and penetration
capabilities of nuclear weapons, there will be no essential
change in the strategic stability among major powers. [, 32
W EATERERARLSRAURFA KRB EMAREZEBFHER
AR BEISRHIEMEL E R - HRBIEALE
RERRILR T AEMNER W BN BREMRA LT R
ERZEBNEFEN - AR ATERRARN ZREEAI AL
MR/ N o - BEAR AN TEBERARTTAX 2 R 23 A FFBE I FNZERS
BEJIE RSB A A E BB EE MR AR L -]

“In fact, in the short term, the role of Al in conventional military
deterrence and stability is considered greater than its role in
nuclear deterrence and nuclear strategic stability. At present,
there are still problems such as data limitation and data
analysis in environmental reconnaissance, target positioning,
early warning and other technologies for nuclear weapons. In
terms of nuclear storage and transportation equipment and

the survivability of nuclear weapons, there will be no significant
changes due to the improvement of intelligence, surveillance
and scouting ability. In the foreseeable future, the nuclear
weapons used for the second strike can still survive the first
nuclear strike or the conventional strike in the information age,
and can break through the missile defence system to carry out
retaliatory strikes against the enemy, causing unacceptable
losses. Therefore, no major country has the motivation to
launch a nuclear strike first. This means nuclear deterrence
based on a second-strike capability will still be effective. Major
powers will not change their nuclear strategies because of the
application of Al. [ > TR HAN A THAEN TEMESRR
R EMIERBOAAR T ZEIRMZA IR EMAIER - B
Al ST X KSR R S BiREN  RIIMESERA L &F
FEHARRFIAMBER OISR AR F RN IR EURZR
sBHETFR DL OAREIER B0 R NNRAm-ERE
Tib o FEAFRAIARRK  AFRFTEN RS KA AEE X
ZITERE RN RNERFTEPES  FHRBSHFERS X &H
FHITIREMSTE  ERA AR IIRE - R ER— P REE
BEAELADZITENN - XEWERE T RS THRE NRNZEIRT
HEY - KEBTRIA LSRRI A T2 -] 5
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Bottlenecks

Two major bottlenecks have been identified from the existing
literature: first, a shortage of adequate training data and insufficient
technological development to meet the growing need for Al
technology in China. Second, the advancement of the Al industry,
including critical applications in government, military, and various
other sectors in China, largely relies on US technology.®® This
dependency poses a significant and worrisome risk to China.
Notably, addressing these challenges has led to a focus on MCF.
In addition, increased investment in fostering and attracting young
talent from abroad has been prioritised as key solutions to this
problem.

“First, the maturity of Al is insufficient. Situational awareness,
target allocation, and auxiliary decision-making are the key
aspects of C2 and decision-making systems which are faced
with the dilemma of a small amount of data and a lack of labels
indicating correct judgments. Due to the small sample sizes,
intelligent learning technology and data mining technology

are not mature enough to support intelligent C2 and decision-
making. Second, there is a lack of decision-making models.

It is prominently manifested in the fact that Al’s situational
authenticity judgment and situational awareness under
conditions with incomplete information are far from reaching
the level of human cognition. Threat assessment, target
allocation and effectiveness evaluation model algorithms

have not yet been tested by actual combat data. The reliability
cannot meet the practical requirements. [—2 A T BER AR 2
EARR - ESBREA B R AMEHBIR RSB FE R R IIEFIAX
BT BHRBEEDMRZHAE ERMEREEFRE  NMERER
THERZ IR A MEIRIZEEARRERE A SIEE RIS
RIS  —ZRZ ERERKIER - REKRIMAEATEREXS
AR 2 ERFHTHSBENHIT RS RATIZIARNE AR
TNFIKSE » BRIl ~ BRSO B AR R E AR R B EEIT
BRI BN EERARE L HERSE ]

“Should be considered through MCF, using a large number of
social resources, and maximally simulating, producing, and
collecting large-sample spatial data for machine learning
training through online war games, to solve the problem of lack
of data in Al algorithm training. [ E E@B T ERBEHIERE 7
AXREMSTIR B MEERF R AR EMED & =R s
AT Z IR ARFFEARZE B 5048 - AR A TR R A4
HARRIMERR - ]"7

“The reserve of top talents is small and the basic innovation
ability is insufficient. The shortage of high-level talents is

also directly reflected in the lack of capabilities of key Al
technologies and lack of algorithm innovation in China. Building
a team with high-level talent and a team for innovation is an
urgent need for the Al development of the country...[We should
work on] attracting top global talent, accelerating the cultivation
of young talents and the coordinated development of industry,
academia and research. [[IRAAEE LD BMCIFERNIRE - &
BR AT 5t B RRAETRE A TR KRR ARTE X6
FAEENNEZ - BIRSKENAFT AT CIFTEA ZREAL
BRELRRINBIFRE LRSI HEHMAR AT TR MESFAS R
MrE=ZFhE LR "8
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5. Chinese
observations
on major
powers’ Al
developments
and military
applications

As a late-comer to the field and one that aims to build a modern
military that can fight and win future ‘intelligentized’ warfare, China
is actively exploring both the civilian and military potentials of Al
research, development, and applications.*® Chinese analysts closely
follow the developments of Al applications in military affairs in
other major powers. These typically include the United States and
key NATO members such as Britain and France, as well as Russia.

“Military powers have been mindful of the critical role of nuclear
weapons in maintaining global geopolitical stability. Assuming
computing systems are always able to process incoming data
quickly and accurately, decision makers should rely on Al to
eliminate errors in situational analysis and increase efficiency
when organizations use strategic weapons, including nuclear
weapons. However, a large body of scientific research shows
that Al systems cannot be fully trusted in the use of nuclear
weapons; if they see the possibility of eventual superiority, Al
may decide to use high-precision nuclear weapons to conduct
pre-emptive global or limited strikes on enemy targets. [&FE %=
BE-—EIERRSBEEPERMEBUATRE R ERXRIER -
BRI ERF B REE L IBEANEE  BLEHLAEH
BIEZH SR NS R SRR E NIZIKEE A TERERBERRRY
ERATNER HREAE - B2 RERFZMARN £EH
BRHRBEFEMETEHEALSRRS, IREIRZRENEN
AR ATEEA R EEASBERR BT L BIRtiTE
EHR AR EIRS BRI <]"°

The United States

The United States is the focus of particular attention, as a model to
be followed. PLA analysts note that the US Government, specifically
the Pentagon, has issued numerous guidelines placing Al, machine
learning, and autonomous systems as the top priorities for
budgeting, R&D, recruitment, and application in the US military.

“Over the past five years [2016-2021], the United States’
understanding of Al has grown from shallow to deep, and its
attitude towards Al has undergone a transformation process
from relatively serious, considerable, to unprecedented
attention. With the change of the United States’ attitude
towards Al, its systematic Al deployment measures have been
introduced one after another, and an all-round Al governance
system covering strategic policies, institutional reforms, legal
systems, ethics, talent training, and international cooperation
has been established. It has drawn a clear path and laid a

solid foundation for the realization of the United States’ Al
development goals. [AF %3k » EEXNA TEREAIARMENR
MALERNSERB TMLEREN HEENIERMERNET
N -EEEENALERSENSEDT  HERELMALERTR
IR E  MEEE SAEEBOR - VML E ARFIE 0
EE AAER BRFREESNEANVATISRGEGKR AEEA
TERELXREIRMNSEIR T AWM E  FT T 7TIRSAEA -]

“With the help of a large number of basic innovations, the
United States took the lead in the global Al field. Since

2016, it has issued a series of Al strategies and policies,

and supplemented the introduction of unmanned systems,
emerging technologies, and other related supporting policies,
with the information in terms of the tittle, issuing organisation

20 Chinese thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making



In a broader context,
discussions about US
Al policies often centre
on the competitive
landscape with the US
and the emphasis on
techno-nationalism,

a strategy employed

by the US to secure
and assert its global
leadership in the field of
Al.

and publishing time of the specific strategy or policy. The
above-mentioned strategic policies have jointly established

the top-level planning system of the US government in the field
of Al, strongly driven its Al research and development and
application, and raised the importance of Al in federal agencies.
[(EBRERMEFRR  EERAGERIRATLERIUIHR B
2016 FAREAT—RIIAIERKBSECR HHREBTEA
ARG AR EEREEBCR BRI S BUOR B LA
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“Through a comprehensive layout, the U.S. government is
continuing to enhance its global leadership, technological
strength, influence, and combat application capabilities in the
field of Al, and is moving towards its present development
goals. Comprehensive analysis of its implementation measures
can draw the following lessons. One is the top-level blueprint
design guidelines to continuously improve strategic traction ...
Second, the gradual development is steady and far-reaching,
and innovative means emerge endlessly ... The third is to
implement technological nationalism and take multiple
measures to attack in an all-round way. ... During this process,
the United States has adopted multiple measures to develop
its own Al, paying close attention to the three important factors
of technological development, namely investment, talent, and
cooperation ..Fourth, to lead the era and focus on efforts.
The technology has shown leapfrog development. Based on
the profound technical accumulation of DARPA [the Defence
Advanced Research Projects Agency] for more than 60 years,
the technology research and development of Al in the United
States represents the mainstream trend of the development of
Al in the world ... Fifth, it emphasises the morality of freedom
and democracy, and has rich regulatory measures ..., the
prerequisite for the use of Al in the United States must be to
ensure that it is effective, reasonable, legal, and controllable. |
BNGEHE EERNERERAEA TERIUBNEHRIS
BRI 1EIZ AN BEETRNARBRE
Bt o GESMHEIESE R AIBEUTER B/R  —2MEEEER
eS| IR AR ES| o ZRMHARITIREID EMFE
BHEARS o ZBHUTRIRREE X SHEHEEEE S X—
NiER XEXATSHEAXNFTRLARESNALIER RAX
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China has been closely observing the research projects led by the
U.S. Government, and vice versa. Specifically, China has shown
keen interest in the technical advancements made by DARPA. In a
broader context, discussions about U.S. Al policies often centre on
the competitive landscape with the United States and the emphasis
on techno-nationalism, a strategy employed by the U.S. to secure
and assert its global leadership in the field of Al.

“In the development process of our army’s command
information, there was once a ‘chimney’ development status.
For example, the development of various models was not
systematic and scaled. The reason was that the top-level design
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was not enough and there was a lack of a unified and effective
plan. In this regard, we can learn from DARPA. The basic task
of DARPA is to specialise in ‘science and technology leading
the future’, open up new areas of national defence research,
provide high-tech reserves for solving medium and long-term
national security issues, and undertake research and analysis
the emerging technology that have potential military value for
military application. [EREMEEREEFEENLABIREH  BE5—
EHIE “RE” X LRAICK (ba: FESHARTMER
TR RERAMZIMERITAE Rz — MR —FRAIMN
X XTI AEL X E R MERMAFITLIE (DAPPA)

' DAPPAEARESF B EET “BELEIGRRK" » AR E R
s AR I AE R L 2 RIBIR SRR E S MO
AEEBEFEENE SR ARMFRAREEE LN ]

“After experiencing semi-automated, automated, and integrated
C2 systems, the development of big data and Al technology
has enabled the U.S. Army to discover new opportunities

for the development of C2 systems. The following will take
several attempts of the U.S. military in intelligent C2 systems
as examples to analyse the development direction of the U.S.
Army’s intelligent C2 system. ... [Take the] ‘Dark Green’ Auxiliary
Decision-Making System.The original intention of the ‘Dark
Green’ plan is to imitate the ability of ‘Dark Blue’ to predict the
next move based on the opponent’s actions. The action plan
can be chosen by the commander, as the job of the commander
is to select the best plan to implement, without having to care
about the specific details of each plan ... The original intention
of the ‘Dark Green’ project is to automate a large amount of
calculation and forecast work originally undertaken by staff
officers, and greatly compress the time and space dimensions
of OODA [Observe, Orient, Decide, Act]. [fE&2[F T B3h{kiEIE
EHRS B LREEFIREN—IMLIsERT RS E > KRR
MAIEREANLRILEZEGRELN T HEEHRETHNLR
ZA - TEFU L MEFEEREEFREERCTENZI A6
A EERKESRIBEETIREANEARGE - “RER” HHB)
REERG - “RE” T HNABRERN RE” SEBREXNFH
TR HUN T —F T MEE 1 IR BRI TRERT IREBENFH
ITHIRE SEMAIRENEIZIN > £ XS E AT IEERITEMN
TR R BEAFBNIIERZENES T RPRARIN G RiE
THIT MABROBINTRENEGEHET - RE IHRNYIR
2 WEERBESEARBARNRETTEMTN TR AERNL
XFOODARIRY 81 4E FZ2 B8] 4E HE 1T ANR A R 48 ©]7°°

“The United States believes that once there is a technological
‘generational gap’ between countries, the gap in overall strength
will be further widened, and the technological power will
continue to expand its competitive advantages, enhance its
global status and political influence, and even form a ‘stronger,
stronger, winners take-all’ situation. Under such circumstances,
it is very likely that a technologically powerful country will carry
out political blackmail and technological surprise attacks on

a weak country. Once a country lags behind in the field of Al,

it will be at a disadvantage in the international strategic game.
Therefore, the United States attaches great importance to
whether it can maintain its global leadership in Al technology,
which is essentially a competition for technological sovereignty.
EEINA BRZE—BEMEAR “RE” » ZELNEEFHE
—FSRK RARBESRET KEHME RARZHRMAFBCS
) BERK SBEERE - MEBRIZ NEE- - AXFERLT
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“In the future, in the field of Al, the Biden administration

will still largely inherit the technological nationalism of the
Trump era, and its blockade of China’s key technologies and

the suppression of high-tech companies will become more
intense. However, it should also be noted that China and the
United States have some basis for cooperation in the field of

Al, such as the formulation of some technical standards, the
expansion of the ‘cake’ of the digital economy, and the new risk
management and control brought about by the combination of
Al technology and nuclear weapons. At present, we still need

to expand the basis of cooperation between the two sides and
strive to avoid the complete decoupling of Sino-US technology. [
Aok AT SIS FEBURDIFR KR B 40 &R A EA R
RARRKE X ANHRXBEANHHUARSRZEVHFTENE
Hemi&mpl- B UNZEFHREEATERIUREFEETSE
TERIEAL - BN AFERFE ~ MABFEF ‘B AL
BRERAREZERESHTHRIHNKEZES - A THBEMHEY K
WHEERM NEREPEREMNTR2RE "7

Russian Federation

“Russia’s application of Al in a military context has not
surpassed that of the United States, but compared with other
countries, it still has a relatively large advantage, mainly
reflected in the high-precision Al technology research and
development and the ratio of Al military equipment in various
services and arms ... The current situation and characteristics
of the military application of Al in the Russian Federation

can be summarised from four aspects: first, cutting-edge
technologies such as tracking and breakthroughs are regarded
as the basis for maintaining the advantages and development
potential of Al weapons and equipment of the federal army;
second, attaching importance to balanced development of
both conventional weapons and Al; third, the construction of
the remote information support system aims to be balanced
and complete, coordinated, and efficient; fourth, the focus of
equipment construction has shifted from traditional offensive
and defensive weapons to space, cyber, unmanned, and other
fields. [RZHTHATHNA TERESENAKFEARBBER B8
RTEMERM S EMEARANS T EGARESHEENAL
BHREAMAESREEMNATIERESESRELER Lo B
BAALERERENANIRERATMON G ETUMSRE : 5%
FEERER ~ R F AR RARTEARIFHR A ENA TERER I RGN
BMLREDNEM, O EMENEREA TERERRFENG
wAR, 8= NREGREMRERAERUYIERTE - HESR A
Bir; B0 KEFRERBRERICHBPI L ER8M AT M T
NS GUs K E A o |78

“The control system endowed with Al is widely used in the
Russian anti-missile system, air defence system, and anti-
ship cruise missile system ... Today, many countries, including
Russia, already use Al technology at over-the-horizon radar
stations to quickly identify military targets among the
signatures of hundreds of air targets received ... the Russian
Armed Forces Automated Control System is the world’s first
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If NATO can overcome
the challenges, the
alliance’s defence and
technological strength
and governance
influence will
significantly benefit
from this technology.

unified C2 system for all military units in the structure of the
Russian Armed Forces. [l FA TEBEMZESIRS T ZATHE
RERG BERFEUARRMLTSHERER - 5K BIEHD
HEANFZERCSEEBMERRMFERAA LSRR AT
WEIMEEDZEHRERNARICHIREIRAEEBIR - MEBFL
EHRFRHER EE— D R—MRIENIZEH RS & AT HE RS
PAZRIG R T B R B 0|70

NATO

“The ‘NATO Al strategy’ proposes that Al is changing the global
defence and security environment, providing unprecedented
opportunities for strengthening NATO'’s technological
advantages, but also accelerating the speed at which NATO
faces threats. Therefore, one of the important goals of the
alliance’s launch of this strategy is to strengthen NATO's
defence and technological capabilities by accelerating the
construction of Al, so as to maintain NATO's technological
advantages and minimize the threat of some countries and non-
state actors using Al. [{EZ9 N TE sEaRBSBEE U IR A TE A8
EERZ R F ML 2G> HRCIEAR RN BRHE T RIEFTR
AN BEMRTIEAE REAVERE - Fitt BE#ELX—
N EZBIfZ BT RER A LSt ARFE5R
AREF > MIIRFFHEARRN S  FARER D —LERFIEER
TTREFIAA TSRS A= E R - ]"7°

“In order to achieve the intention of strengthening the alliance’s
defence and technological capabilities, NATO is actively trying
to empower NATO's defence functions with Al technology.
First, NATO hopes to use Al to improve the analysis and
decision-making capabilities of the allied forces on the basis
of deepening information exchange among countries. After
training, machine learning and deep learning can help NATO
achieve information prediction without complete metadata

on the battlefield, entity recognition and extraction in the
battlefield, and abnormal situation detection ... Second, NATO
seeks to empower the development of modern weapons and
build a modern army with Al technology ... Third, NATO uses

Al technology for military and logistical support in simulated
battlefields. [ 581k [E] BRBH & M ARSE NI EE > dEAFAR
ZIMUAN TERERR AR BEAL AFE 5 ThRE - F— ALAERLE RS
EEBNEM L FEUATEERA BREMNNITFIRRRE
F MR FEISREZIEBEN LGB AT A&
STEITHENESTON ~ 17 SRR S1RE FRBIB AN
Lo BT LR RUA LS RERARMAE AL IR KB FFTE
MRACERA - B= ILAPA LSRR TIEESHRIINES
MIEENSHE -]

“The introduction of NATO's ‘Al strategy’ once again shows
that NATO is pursuing an offensive strategy in cyberspace
and striving to seize the strategic commanding heights of Al.
At present, the effect of this strategy is not obvious, and the
effect of the Al empowerment alliance still needs time to be
tested. If NATO can overcome the challenges, the alliance’s
defence and technological strength and governance influence
will significantly benefit from this technology, which is likely
to be driven by a new round of technological competition,
which will have a new impact on the international structure
and international security situation. It is worth noting that this
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strategy also fully reflects the two major trends of Western
countries, mainly the United States and Europe, promoting
the militarisation and alliance of Al, seeking to maintain

the relative advantages of alliance technology and military
strength, and to ensure absolute safety. [{EZ A TEREELIZHY
ARG A ERE ML B THIUEKRE  Bhieh A
TEENKBEFSR - BRl ZAEERERHE ALTE6E
T aEE B MR INB AR - tHRIL A B R Bk B
HIBE 5 A ARSE NATGR B M NI B EF S @ FIL IR AR > 1)
AT —RBEAZRAFES | NEMERMERZE R
¥R EFIRNR XS ET A EI SRR AT
MABERNEATERESCNEBCMARESR  HkE
FEBRRMEETNNENLE  BRMEBUEZEHHE
N2 E ]2
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6. Military
applications
of Al and risks
mitigation:
role of major
powers

Beijing wants to be
engaged and play

an active role in
discussing, negotiating,
and setting rules on Al's
military applications,
including autonomous
weapons and nuclear
command and control at
international forums.

As previous sections make clear, Al's military applications, in
particular as they relate to nuclear C2, bring both benefits and
risks. The mitigation of risks to nuclear weapon systems but

also, increasingly, autonomous weapons systems has been
recognized as an important issue. The international community has
already begun to carefully assess the implications of Al's military
applications and call for negotiation of rules and agreements on
their control. This will not be easy, given the different levels of Al
developments and applications in major powers, and the diversity
of views on the desirability and feasibility of effective controls. At
the same time, there is also recognition that while the traditional
arms control model can serve as a useful framework, the novelty
and complexity of Al also sets it apart from previous weapon
systems, including nuclear weapons and their associated delivery
systems.

Chinese positions on Al’s military applications remain ambivalent.
Nonetheless, Beijing wants to be engaged and play an active

role in discussing, negotiating, and setting rules on Al’s military
applications, including autonomous weapons and nuclear
command and control at international forums. Specifically, China
has established its own role within the mitigation of risk from
military use of Al and autonomous weapons by:

a. Promoting arms control discussion under multilateral
frameworks;

b. Calling for the establishment of an authoritative scientific
development review mechanism;

c. Reaching bilateral and multilateral agreements for prohibiting
the use of Al-enabled weapon systems, including autonomous
weapons, in attacking each other’s strategic assets.

The following are indicative of Chinese perspective and
understanding of what are and should be involved in bringing
controls of Al use, including in the nuclear domain.

“In the current situation where the international community

is increasingly discussing autonomous weapons, the

United States actually has two goals in participating in the
international arms control activities of autonomous weapons in
the diplomatic field: one is to gain time and space for the United
States to form an absolute competitive advantage in this field.
The second is to call on the international community to pay
attention to the security issues brought about by autonomous
weapons, especially to prevent the abuse of autonomous
weapons by any subject that may pose a ‘threat’ to US security
and world dominance. [fE HRTEFH X BT HRBHIVICHE
RENERAT  EEAENZOIES 58 TR B E PR EZTE LR
FHFEERNBR —RAEEEZ TR L X FH R B S ER
zEfE; —RFERESENA T MR BATERNZ2E)E L
HEEMLIEAfaXNEEZ2 M RHEEAER B A Em
IR ABE MRS ]

“If China wants to play a critical role in addressing the
challenges posed by autonomous weapon systems to
global strategic stability, it must rely on the United Nations
(UN), a global international security mechanism. China
should coordinate its security demands with those of other

26 Chinese thinking on Al integration and interaction with nuclear command and control, force structure, and decision-making



countries under the UN framework, strengthen international
communication and cooperation effectively, promote

the process of arms control and crisis management on
autonomous weapon systems in a timely and appropriate
manner. Through fridnly consulations, China could reach

the broadest strategic consensus on improving the strategic
stability of autonomous weapon systems and promote the
signing of relevant laws, regulations and conventions. [ EEZE
HERNEEHBERAXN 2IREBREENRERBER B
KIEBREEX—2HREERFRZENG AEXEEER TRFEDIEF
BESHREENLZZIRK PIEMREEFZRSE1E G 16
e T KRR ESEFIMENERHRRE  BIFHENS
I MR B TR B RANKEIZE AR IZ ISR - #
HIHRER  ENFMAAMNEE ]

“For our country [China], on the one hand, we must actively
participate in relevant arms control negotiations, strive to
maintain the authority of international conventions and
regulations, and carry out dialogue and cooperation centred

on the United Nations in order to solve the arms control of
lethal autonomous weapon systems such as ‘killer robots’.

At the same time, on the basis of abiding by international

laws and regulations, it is necessary to rationally develop
relevant technologies and actively implement the military-
civilian integration development strategy. We can focus on

the development of highly intelligent autonomous robots

from non-military fields and promote the improvement of
military technology with the development of related civilian
technologies. [XfFFHE [FE]KIR - —FHEERRS SHEREZEH
B BAGEFE PR ANTFER RN  ZUBREE IR OFFRXY
EETE LURBRR “RFNBAN EH G AT HBRANERD
B B5—hH BERETERENNEM L fELZRMEXEA
REMELIERELREI -ATUEENEFERTURLREES
BELMB ENEA EXRARAR LR ERARNRT 177

“At the ‘Conference on Disarmament’ in Geneva, China has
repeatedly called for the establishment of an authoritative
scientific development review mechanism as soon as possible
to assess the prospects and risks of military applications

of emerging technologies, negotiate and formulate relevant
international norms, implement necessary preventive
restrictions or prohibitions, and prevent the international
community from re-emphasising the lesson from of
‘development first, then disarmament’ to prevent a new arms
race. [FRETEANFHERHI LW S RIFIFR BRI RIS
& REIALE] » SF RN E R N AR XS BT R4 - %3
FIEMEXEFOEN > KA E AT R FIS EE L - B Efrit =
B “RAREHE NBRC BN ESETRE ]

“China can try to gradually reach bilateral and multilateral
strategic agreements and cooperation content with countries
leading in autonomous weapon technology development
through joint declarations, codes of conduct, framework
conventions, and information sharing mechanisms, so as not to
use autonomous weapons to attack nuclear facilities, not to use
autonomous weapons, etc. Constructive strategic agreements
were reached on specific issues such as weapons attacking
space assets, not using autonomous weapons to attack

critical national infrastructure, and prohibiting the testing of
autonomous weapons of mass destruction. [(FE AR @
HEES ITHEN ERAAUREEHZNEE S
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Moreover, China has also suggested approaches that other major
players in military Al could take to mitigate the associated risks.
These include:

a. Avoid using Al-enabled weapons to attack critical military targets
including nuclear infrastructure;

b. Avoid adopting Al technology in nuclear C2;

c. Seek consensus on the consequences of using Al-enabled
weapon systems;

d. Call for establishing a non-binding agreement by drawing a
bottom line on the use of autonomous weapons;

e. Promote exchanges, such as through track 2 dialogue;
f. Strengthen export controls regimes.

“While developing Al technology to strengthen strategic
deterrence, nuclear-weapon states should actively, proactively,
and effectively avoid and control security risks caused
by technology abuse and proliferation. The first step is to
strengthen the concept of nuclear taboo, clarify the principle of
‘no first use of nuclear weapons’, and clarify the attack targets
of autonomous weapon systems, especially the key military
targets such as not actively attacking the other party’s nuclear
infrastructure; the second is to promote lethal autonomy
under the framework of the United Nations. The arms control
negotiating agenda for weapon systems will conditionally
incorporate autonomous weapon systems into new strategic
arms control agreements to prevent vicious arms races in the
ﬁeId of autonomous weapon systems. [#ZH 25 EREMF LA TE
BERRSR (L BR BRI EIRY - AR BB xﬁlﬂﬁ%&ﬁ? SRR
ﬁﬁﬁ%ﬂ?fﬁﬁﬁl&‘ﬂ’]ﬁ%ﬂﬁb‘ —ER(CZBRZE S B ‘FEx
FRZRE FN BT HSBRENIEER THERBAE
HBEN FHZEMIRESXRESEIR, —SHIERSEESR
THHMEIRBRANERRAVIR BFRMHITEIRBERR
AT RS I BSEE X KRB AR EHER T |7

“In general, China’s main position on autonomous weapons can
be summarised in the following four points: first, it recognises
the necessity of human-computer interaction measures;
second, it doubts the effect of legal review; third, it emphasises
that autonomous weapons arms control should avoid hindering
the development of intelligent technology; the fourth is to
support the formation of ‘pre-emptive regulation’. However,
as far as the issue of ‘pre-emptive regulation’ is concerned,
China has not clarified whether to directly prohibit or control
autonomous weapons on the premise of allowing their
existence. But some unofficial sources suggest that China has
once expressed support of an entire ban on lethal autonomous
weapons systems (excluding research and development)

... It can be said that there is considerable ambiguity in
China’s position on the issue of arms control of autonomous
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weapons. The absence of China’s proposition is not only
unproductive to our ability to exert influence in international
security governance, guided by the concept of a community
with a shared future for mankind, but also to the international
community in producing meaningful outcomes on the issue of
arms control of autonomous weapons. [E % PEE A M
HBEMTE 275 DRI AU TR —ZIAR AN RZ B R %
B CRMEEEFEENNER, Z2RAEEHRSZFIERER
FEAS A TERERRMNA R ; ST ‘e tEfms” - BxL ¢
RN X—EBm s FEHARRHEEER LA EART
BIMHBFENIR TUEHITER  BEEBAIEETREIRA
PESRIAFEARFNTEZEEMNH S ERFNER (FEER
&) B o AN MEXNB MRS EZERBAN S FEERS
RARERIE > PE TR BRETNAFIF A TAN K IZHE IR
BHSAEERZ2REBERLELE D UAFTFEFEESMBE
MRBFEZEOFAEFRXHIKR ]

‘Differences in the international community’s perception on
the consequences of using autonomous weapons affect the
process of arms control. The success of arms control also
depends on the international community’s comprehensive
consideration of two factors: on the one hand, the cognition

of the military application value of weapons, and on the other
hand, the cognition of the serious consequences caused

by the use of weapons. Specifically, if people realise that a
weapon has limited application value but its use will cause

dire consequences, then the possibility of implementing

arms control limiting its use is more likely to be successful;

on the contrary, once a certain weapon can play a key role in
determining the course of a war, even if its military application
may have mass destruction consequences, the probability of
successful arms control is still very small. [Efrit &3t E F 528
MARRMIANNZER I ESEHNER - EERHINRIES
RERTEFHENTFRATEERIANNGESE: —HEEX
HBFESENANMNERNIAR S—HHENTREBERARERTER
RAVAR - BEM S - MR AMTARE —FR BN AN ERRE
FERASERFHEESR B4 FINHESTHEESIEH AR AT R
R, Rz —EREMERFRBEIRELKFHENXRIER BIE
HEENHAAREHERAMERBEER  LHRESETIRNRINARE
TEATIIRIR /N 0780

“Relevant arms control negotiations will not lead to a one-

off, binding international treaty, but rather the adoption of a
gradual process combining multiple arms control approaches
to arrive at consensus-based ‘soft law’ once the bottom

line on autonomous weapons has been agreed upon. This
requires self-constrain by states so they may conclude non-
binding agreements, such as a ‘code of conduct’ consistent
with existing international law and international norms. This
approach can address ethical and moral issues caused

by autonomous weapons, but will have little effect on the
maintenance of strategic stability. Perhaps the best approach is
for countries that have not yet experienced fierce arms races, to
make good use of the window of opportunity to draw a red line
as early as possible to ensure human beings are in control of
their destiny of life and death. [fEXE#E KA A E IR AR A
BARDMEPRFL > MEFIELHG R T HEBFNELERNS
MEZEFRESHIH T XUEIZRAMERN 0L - XFEER
KENBIHRF XK E Rz BAIELARMEDG ELINFF &I TERR
EFERRENR AT RN < XFBUERTAN B E R 51 &8
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“First, in the nuclear field, countries with nuclear weapons
must strengthen cooperation, sign relevant bilateral and
multilateral arms control agreements as soon as possible,
prohibit the use of Al technology in nuclear C2 systems,

and ensure that humans control all nuclear weapon launch
platforms. The nuclear domain has the most devastating
impact on international security and is a matter of life and
death for the whole world, so managing the risks of Al in this
domain is particularly urgent ... The nuclear powers should
promote dialogue as soon as possible and give priority

to setting strong restrictions on the application of Al to
nuclear weapon systems, especially the agreement among
nuclear powers that human beings should strictly control
the decision-making power of nuclear launches, so as to
ensure that human beings control all nuclear weapon launch
platforms ... Countries must ensure that humans strictly
control nuclear launch decisions, and at the same time make
it clear that Al-enabled unmanned weapons and equipment
should not be used as nuclear delivery platforms to avoid
nuclear accidents or accidental nuclear wars caused by
humans losing control of nuclear weapons. [$£— > #4478 >
PWRZERITGRLETE RRFEITEXIIA NS N EZHE 2
IERATEERARAFZIEEER R G S BRALEF RS
BHRBEAHEES RSN ERZENZIE R AR RN
BRBHAWEREFT AMEREATEREX—TUHHNXK
RAREB - AREZEERREHNIE LT FALERE
MAFZRERENTARERE HNRHEE THEEZ
[ 5 ()14 B A A 3 AR T2 Bl R SR BRI SL BA IR A 2892
FIFMBREB A TR o SELTBRA LR EGZL 5
R BRTIATA TEEMAE M T AR SRR &N AEZIZEH
5 R AR EZRBENETMR ERFHREN L
4 0]"82

“In terms of maintaining the stability of the arms race, China
should clearly advocate that independent weapons research
and development be placed under strict international
supervision, and work together with other countries to
increase the transparency of the research and development
process. At the same time, China should issue initiatives to
major countries that have mastered independent weapon
technology, fully recognise the common threat to global
security that terrorists and hacker organisations control
independent weapon technology, strictly control the

risk of key technology and key equipment spreading to
terrorist organisations, and jointly build a global monitoring
network to manage the proliferation of autonomous
weapons technology. In terms of maintaining the stability
of the crisis, China should clearly state its position in the
international community, urge all countries to establish a
bottom-line awareness of the use of autonomous weapon
systems, comprehensively assess the safety and reliability
risks in the deployment and use of their own autonomous
weapon systems, and ensure that the military application

of autonomous weapon technology is placed within the
scope of human control, eliminating the potential risks of
automatic crisis outbreak and automatic escalation. [TE4E3F
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“In the current reality of facing the above-mentioned multiple
problems, it is more feasible to gradually reach a consensus at
the level of experts from various countries through the second-
track dialogue, and then try to promote the final conclusions
through binding treaties and instruments between countries.
This step-by-step approach is more feasible. In particular,

it is necessary to speed up the construction of a dual-track
exchange mechanism and promote dialogue and exchanges
between the two tracks through multilateral or bilateral means.
In this process, we must also actively play the positive role

of global civil society, for example, to attract representatives
from the fields of ‘banning killer robots’ and Al multinational
companies to participate in the consultation and discussion,
and fully pool the appeals and wisdom of all parties. [7£ 24/
IERTR S ERIMMISRAT B —HNEL A ESEETRER
ZLIXRIR BRI EREREXRBLRNIHFLAF
B XFERF AR XERAMTM < 555 2 2RI IR
MEIRNEE B SRR T X #H I XIERR - E IR
B W ERRAEEIRARMSITURIER 520 IR “IERTF
Mg N S AILEEBEEARNFIENRESE5HENIE THLE
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“Major countries with autonomous weapons need to strengthen
export controls to limit the horizontal spread of autonomous
weapons and related technologies to other state actors and
non-state actors without adequate risk control measures. ...
Export controls from national sources of autonomous weapons
are particularly important, especially to limit the widespread
worldwide distribution of Al-enabled small arms and light
weapons, which are prone to proliferation to non-state actors
such as terrorist organisations. [[BAEE X REBNTEEREEM
SR OS] PRE B X HBSRMAXRARGRE RBX e EEETEN
HithERITHAEMIEERITAEMNKEY & MABBETHES
HERELHFITHOEFANER THEZRFATEEMENE
NEBREHFSEEAN ZERE RAXERBER ST HERMHAR
FIEERIT A "
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7. Analysis

China is engaged in

an all-of-government
approach to Al
development in
recognition of its critical
importance both when it
comes to contributing to
the country’s economic
development and to its
military modernisation
efforts.

China is engaged in an all-of-government approach to Al
development in recognition of its critical importance both when

it comes to contributing to the country’s economic development
and to its military modernisation efforts. Since 2017, top Chinese
leadership and the Government have clearly set the benchmarks
and specific goals for China to become a leading power in Al
research and applications for both civilian and military purposes.®
A careful, albeit not exhaustive review of the Chinese literature
reinforces this interpretation. However, unlike discussions

by officials and analysts of other major powers regarding Al
applications in nuclear command and control, similar discussions
in China remain focused on its competitors. Our analysis therefore
will be informed by available open-source data and secondary
sources.?’

Given the critical role of Al in economic development and military
modernisation, the Chinese Government, apart from issuing the
policy directives contained in various official documents and
speeches made by Xi, has committed to significant investments

in research and development, infrastructure, education, and
administration over the past few years. As data collection and
management is the key in Al application, China has created a
National Data Bureau within the State Council at the ‘Two Sessions’
in early 2023.88 While in the domestic political and economic
domains, data access and use remain a matter of careful balancing
between openness and control. The military application also
involves trade-offs in benefits and risks. At the same time, China

is clearly interested in influencing standard-setting through its
participation in global Al governance, including regulations on lethal
autonomous weapon systems (LAWS).%°

Building a world-class military is one of the key objectives in

China’s pursuit of great-power status by mid-century. Chairman

Xi in particular has placed great emphasis on applying military-
technological innovations to enable the PLA to continue its
transition from one of a traditional fighting force, to one of
mechanisation, informatisation, and ultimately intelligentisation,
with the last ‘integrating Al, quantum computing, big data, and other
emerging technologies into the joint force’®® Al is recognised as

the essential technology that will greatly enhance China’s military-
strategic capabilities. It will be a critical ingredient of the PLA's
transformation to unity in its force structure and doctrine, and in the
development and deployment of weapons systems from precision-
guided missiles to anti-space weapons.’!

Al, like all other emerging and disruptive technologies, provides
great opportunities for China and, for that matter, for the PLA

to short-cut the enormous time and resources required to build
matching military capabilities of a superpower like the United
States. These technologies will enable the Chinese military to
narrow the capability gap and engage in what was characterised as
‘unrestricted warfare’ more than two decades ago by PLA analysts.
They will do so by leveraging the newly acquired innovative - and
often asymmetrical -capabilities for both deterrence and offensive
purposes.®? As this paper demonstrates, the PLA is clearly keen to
integrate Al in its military C2, jointness, firepower, and decision-
making and all other aspects of military operations. The Chinese
analyses digested here provide information on what the PLA is
likely to pay the most attention to and place its priorities. This is
demonstrated by its focus on examining the USA and other major
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powers’ development and activities. There are clear signs of the
PLA already achieving similar capabilities, even if not at the same
level. However, given that these capabilities have never been
tested in real-world scenarios, it remains to be seen if the PLA has
charted the right course and whether it has been provided with the
necessary resources, and is able to deploy Al-assisted capabilities.
The USA is becoming increasingly aware of how important

EDTs can enhance the capabilities of its peer competitors and
strategic rivals; as a result, they are imposing ever more restrictive
controls on technologies essential for Al development, such as
semiconductors. These can represent significant obstacles to the
PLA's aspiration for intelligentisation.

There is no question that the PLA is aware of the enormous
benefits and potentials that EDTs such as Al can contribute to
the enhancement of nuclear command and control; it is equally
clear that Chinese analysts recognise the pitfalls and risks
involved.®® For China, with its relatively small - albeit rapidly
growing - nuclear arsenal, it has always been essential to ensure
its survival: that is, a reliable second strike capability. Al integrated
into nuclear command and control therefore becomes critical as
it can shorten the time needed to analyze and process data and
presumably provide accurate information that allows for quicker
decision-making. However, given all the potential risks involved,
human control, i.e., ‘staying in the loop’ on the decision-making
on nuclear use, has been and will remain a akey consideration.
This is particularly relevant as the PLA moves towards greater

Al integration into nuclear command and control. In addition,
civil-military and, in China’s case, Party-PLA relations and the
tradition of the CCP exercising complete control over the military,
i.e., ‘commanding the gun’ can also mitigate some of the risks.
Therefore, for the time being, assessments of the risks are
informed less by technical than political considerations. The recent
shuffle of top leadership in the PLA’s Strategic Rocket Force is a
clear indication of this line of thinking.
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8. Conclusion
and recom-
mendations

The literature written
by PLA associated
institutes indicates a
strong focus on the
developments in major
powers’ Al-enabled C2
and decision-making
systems, with a general
consensus that these
developments will be
key for winning future
intelligentised warfare.

This chapter presents the overall conclusions of the paper and pro-
vides policy recommendations for mitigating the risks of applying
Al technologies in the military domain, including nuclear command
and control. These recommendations specifically focus on the
measures for engaging with China.

Key findings

1. Chinese literature on Al related research surged in 2017. The
focus of the expert debate in political science has shifted from
a focus on the development in other countries, to the implica-
tions of Al on great power relations.* The literature written by
PLA associated institutes indicates a strong focus on the devel-
opments in major powers’ Al-enabled C2 and decision-making
systems, with a general consensus that these developments
will be key for winning future intelligentised warfare. While less
explicit about China’s own developments in the area, there are
nonetheless suggestions that the experiences of other great
powers could be emulated. Some of the lessons to be drawn
include the importance of top-level designs in Al development,
national and integrated strategies, budgeting and implementa-
tion, foundational research, as well as training and recruitment
of personnel. This appears to be a pressing issue, especially in
military Al in China, as many Chinese analysts readily admit.

2. There seems to be a divergent view on the extent to which Al
will have an impact on nuclear deterrence and strategic sta-
bility. Some have suggested a very limited implication of Al on
nuclear deterrence. In fact, the application of Al in the military
domain will have more impact on conventional weapons than
nuclear weapons. There is a recognition, due largely to ethic
issues and the risk of losing control, that Al application, and
especially in autonomous nuclear-weapon systems, remains
tentative and limited, given the uncertainty and risks. This
appears to be in line with the debates currently ongoing in the
West regarding the benefits and risks of Al applications in the
nuclear realm, including C2, as the narrower focus would refer
to.

3. Asaresult, there is a consensus among the Chinese expert
community that there is no clear indication that nuclear armed
states intend to apply Al or autonomous systems to their nu-
clear weapons. Instead, Al will have a larger impact on nuclear
deterrence architecture. In particular, the Al-enabled systems in
nuclear weapons could include a range of aspects, from early
warning to C2 and decision-making, from weapon delivery sys-
tems to air and missile defence. While recognising the potential
risks that Al applications in nuclear-weapons systems may en-
tail (for instance, crisis instability and escalation), overall there
is confidence that the strategic stability can be maintained.
This is largely because of the tentative and limited Al applica-
tions to date, and because nuclear powers tend to place greater
efforts in securing the survivability of their nuclear retaliatory
capabilities through hardening, concealment, and redundancy
to minimise vulnerability to first strikes, including Al-enabled
conventional precision strikes.
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While the proposed
approaches suggest
China is interested in a
more active leading role,
it remains to be seen
what China can achieve
in practical terms.

4. Both official perspective and expert community in China share
a common sense that the application of Al will bring unprece-
dented complexity in decision-making process. While there are
associated risks due to the application, this trend is inevitable
and will become the key for winning future warfare. Meanwhile,
there is also consensus on the centrality of human intervention
in Al-enabled weapon systems in both Chinese literature and of-
ficial doctrines, for the reasons discussed above. There is also
recognition that arms control is needed in particular in address-
ing the potential risks that autonomous (nuclear) weapons to
international security and strategic stability. There are increas-
ingly more focused discussions on the motivations of great
powers such as the US in introducing arms control measures in
Al-related areas. China could learn and become more proactive
in having a voice in determining the contours and contents of
international agreements that will have impact not only on inter-
national security and the future of Al development and applica-
tions, but also on China’s own national interests in these areas.

5. The future developments of China’s Al will likely depend on
both the hardware and software aspects. On the former, current
US policy on restricting semiconductor technology transfers
to China will have a significant impact in the short term. Over-
time, China can overcome the bottleneck in chip making and its
ability to access large datasets will help it with Al development.
On the latter, apart from clearly articulated national strategies,
training and retaining Al talents will be critical.

6. Literature suggests that the main approaches to mitigating
risks from military application of Al technology come from
multilateral frameworks. China has a strategic interest in pre-
venting and reducing the risk of escalation involving Al-enabled
weapon systems, but also in maintaining its own leverage.®®
While the proposed approaches suggest China is interested in
a more active leading role, it remains to be seen what China can
achieve in practical terms. In general, China has limited expe-
rience in arms control and the perception that arms control
potentially limits its own power development still dominates.’®

Policy recommendations

Based on these conclusions, the following recommendations em-
phasise measures to mitigate the risks associated with the military
use of Al in nuclear C2 systems, particularly focusing on the steps
that China could consider to enhance its practices.

1. Sharing views on the risks associated with the increasing mili-
tary use of Al, especially with nuclear forces

In light of the limitation posed by the scarcity of open-source
information concerning China'’s strategic thinking and adoption of
military Al, it becomes crucial for China to engage in dialogues with
other major powers with advanced Al capabilities and military Al
applications. These dialogues serve as a platform for sharing views
on their own threat perceptions, strategic intentions, doctrines and
postures to reduce misinterpretation. These messages and stance
may not be correctly captured or they may be exaggerated in the
open literatures due to different personal perceptions.
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Policymakers would
greatly benefit from
educational programs
that bridge the gap
between strategic
thinking and technical
realities, enabling
them to make informed
decisions regarding
Al adoption and
regulation..

2. Further elaborating a framework outlining acceptable and unac-
ceptable adoption of Al in nuclear C2 system

Although China advocates for the concept of ‘keeping humans

in the loop’, there is currently a lack of benchmarks to assess the
extent of the acceptability and manner in which Al is integrated
into nuclear C2 system. It is of utmost importance to determine the
military developments that could potentially lower the threshold

for nuclear use, as well as identify China’s red lines. Understanding
these boundaries is crucial for preventing an escalatory scenario,
particularly in the context of the volatile geopolitical environment
and during times of crises.

3. Enhancing understanding of risks and implications of military
use of Al for non-governmental actors

The risks associated with the military application of Al are not sole-
ly limited to end-users who determine the intended purpose and
actual deployment. They also originate from the developers who lay
the foundations, often found within tech companies. Moreover, it is
crucial to acknowledge the involvement of other entities, such as
companies within the arms industry, as they form part of the com-
prehensive spectrum of actors that should be included in discus-
sions to comprehend the risks and implications of the military use
of Al in the nuclear domain within China. It is important to facilitate
greater engagement of non-governmental actors in the discussions
at global fora, which could create a parallel channel, apart from the
dialogue at official levels, for sharing views and concerns.

4. Providing targeted education and training

Regular and targeted education and training activities should be
facilitated to effectively address the prevailing skills gap in the
field of Al. Such initiatives are of utmost importance for equipping
individuals with the essential expertise and knowledge needed to
understand and responsibly navigate Al technology. This includes
providing young IT talents with the necessary insights on effective-
ly deploying Al while upholding ethical considerations. Similarly,
policymakers would greatly benefit from educational programs that
bridge the gap between strategic thinking and technical realities,
enabling them to make informed decisions regarding Al adoption
and regulation.

5. Developing rules of the road for military Al applications, espe-
cially in nuclear C2

The P5 states recently reiterated their commitments to the pledge
that “nuclear war cannot be won and should not be fought” at the
2020 RevCon. However, while this is an important statement, it
remains largely political, as opposed to prescriptive. And at the
same time, major nuclear powers remain actively engaged in the
research, development, and exploration of possible deployment of
Al in nuclear C2, assuming others are doing the same. Clearly, there
is a need for them to begin serious dialogue, within the broader
framework of nuclear risk reduction, on specific rules and even
prohibition regarding Al’s role in nuclear C2 so that final decisions
on nuclear use remain in the hand of political decision-makers than
automated systems. The Conference on Disarmament (CD) could
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creating separate
ecosystems or
diminished incentives
that could hinder the
establishment of unified
and cooperative global
norms in the field of Al.

be a suitable venue to start the dialogue, which will involve the P5
and other de facto nuclear weapons states, and is more inclusive
given the size of the CD membership.

In sum, active engagement is crucial, whether it is initiated by China
or facilitated by other nation states or actors, in order to encour-
age the adoption of responsible risk mitigation strategies. Given
the changing geopolitical landscape and the increased focus of
states pursuing a much more active industrial technology policy
intertwined with national security strategy, there is a risk of creating
separate ecosystems or diminished incentives that could hinder the
establishment of unified and cooperative global norms in the field
of Al. In this context, the UK-sponsored inaugural Al Safety Summit
and the Bletchley Declaration issued by the 28 participating coun-
tries, including China and the United States, represent a positive
step forward in managing Al development and regulating its use.
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